
Common Tactics Used By Influential Online
Power Groups (Factions) to Shape Public Opinion

THE ABCs OF ONLINE 
VIRALITY



Over the 
past few 
years, 
we’ve all 
witnessed 
and likely 
been a part 
of a viral 
event or 
story.

The ABCs of Online Virality: Faction Tactics

Whether it was the altruistic ice bucket 
challenge or the unfounded conspiracy 
theories about food shortages and potential 
COVID-19 treatments, conversations, sto-
ries, and calls to action seem to pop up out 
of nowhere. In reality, most of them were very 
intentionally crafted and driven by influential, 
agenda-driven online groups, called factions.  

Factions are hyper-active power groups who 
control a large share of voice online...about 
10% of them drive 70% of all agenda-driven 
online conversations. They are passionate 
and especially skilled at spreading ideas 
that influence mainstream beliefs. Factions 
understand that, if you can make something 
trend, you can make it true.

ABOUT 10% OF FACTIONS DRIVE 70% OF ALL AGENDA-DRIVEN ONLINE CONVERSATIONS

Understanding how factions 
organize and mobilize online 
is key to understanding:

Why certain stories spread, take 
hold, and make headlines. 

What (or who) is actually shaping 
your brand perception.

Why brands often end up in the 
middle of conversations they didn’t 
intend to join.

Whether and how you should act.
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ONLINE FACTION 
COORDINATION 
TACTICS
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• Astroturfing

• Bots 

• Boycott 

• Brigading (Attack)

• Domain Purchasing • Identification Symbols

• Influencer Gaming

• Denial of Inventory 

• Conspiracy Theories

• Concern Trolling

• Buying Stock

• Doxing/Doxxing 

• Harassment

• Original Content 

• Trading Up

• Rebranding Accounts • Review Bombing

• Sockpuppet Accounts• Stream Manipulation

• Petitions

• Protests (IRL)

• Hashtag Hijacking

• Hype

• Fake Coupons & Promos

• Auto-Posting

• Boycott Lists

• Fake or Real Leaks

• Gaming Numbers

• Influencer Gaming

• Follow-Back Networks

• IRL Action

• Paid Advertisements

• Public Investigation

• Character Degradation

• Hacking

• Fundraising

• False Trending

• Inorganic Activity and Amplification

• IRL Threats

• Deep Fakes

The following are some of the online 
coordination tactics that factions use to take 

advantage of the way social platforms 
work and to use brands as vehicles to exert 

power and influence online.
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• Astroturfing  
Inauthentic displays of support or partici-
pation in a conversation where one or more 
groups attempt to appear as though they are 
a larger organization than they really are, and 
that they have grassroot support.

• Bots  
Automated accounts which post content 
while assuming a false identity to amplify a 
particular perspective or narrative, either 
through a spamming, manipulating trending 
topics, targeted harassment, or creating a 
false sense of consensus. Bots can enable a 
numerically small faction to appear dramati-
cally larger online.

• Boycott  
Organizing a broad, coordinated, and pub-
licized change in consumer behavior with 
the intention of forcing a change in company 
behavior. Boycotts are intended to force 
brands and organizations to recognize the 
views or desires of a group, such as dropping 
advertising, sponsorships, or production 
practices by “hitting them where it hurts.

• Buying Stock  
Utilizing shareholder rights in publicly traded 
companies to compel change or get visibility 
for an issue related to that company’s prac-
tices or products. Factions can work either 
through direct ownership of shares or with an 
ideologically aligned hedge fund or investor.

• Deep Fakes  
Creating AI-generated content with an 
uncanny likeness of a specific individual’s 
image, voice, etc. There is growing fear that 
deep fakes will enable factions to create 
compromising or damaging images, videos, 
and audio of prominent individuals.

• Brigading (Attack)  
Attacking critics of an individual, brand, or 
opinion favored by the faction by attacking 
their reputation, diminishing their credibility, 
calling for them to be muted, or boycotting 
businesses that support or endorse them.

• Denial of Inventory  
Buying up huge amounts of limited-stock 
items but never completing the transaction. 
It works if a shop actually reserves an item 
when a user puts it in a cart, and it’s most 
effective if there are no limits on how many 
items people can buy at a time, if cart con-
tents don’t expire after a fixed period or if the 
attacker is using bots to constantly refresh 
the fake purchases.

• Concern Trolling 
Form of manipulation wherein agitators 
intentionally and repeatedly feign concern 
about an issue with the intention of derailing 
authentic conversation. Employed to disrupt 
genuine conversations where groups are 
organizing around an objective.

• Conspiracy Theories 
A belief that a secret or clandestine effort or 
force is responsible for one or more events 
(usually entirely unsubstantiated by the 
evidence available). Internet factions often 
incorporate prominent figures and compa-
nies into their conspiracy theories, and asso-
ciate them with sinister agendas or directly 
implicate them in some crime or plot.
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• Doxing/Doxxing  
Targeted harassment where one or more 
individuals have personally identifiable 
information (e.g. address, employer, name of 
family members, etc.) released online. Em-
ployed to intimidate or escalate an existing 
harassment campaign by enabling harassers 
to call employers demanding the target be 
fired, harass family members, or send IRL 
threats.

• Fake Coupons & Promos 
Utilizing fake coupons or other promo-
tions to leverage consumer behaviors and 
loyalty around a product or brand in order 
to drive interest or attention to a narrative or 
outcome with the (fraudulent) promise of a 
financial reward after.

• Domain Purchasing  
Buying web domains that match brand or 
product name (or close misspellings) before 
the company itself does, or more commonly, 
purchase domains with names related to a 
targeted company or individual that is overtly 
negative or derogatory. The owner of the 
site then may upload negative content about 
that brand or individual to the page and then 
attempt to draw attention to the site.

• Harassment 
Targeting a specific individual or brand, 
typically with crass language, ridicule, trolling 
or abusive posts on all of their content. Done 
in an effort to drive targeted individuals or 
brands to reduce their willingness to post 
online, or in extreme cases, drive them offline 
entirely. 

• Hashtag Hijacking 
Given how difficult it can be to make a topic 
or hashtag trend, particularly now that social 
media platforms are watching for signs of 
manipulation, some groups may attempt 
to hijack or co-opt an existing trend to 
amplify their narrative or issues to broader 
audiences.

• Hype 
Promoting or publicizing (a product or idea) 
intensively, often exaggerating its importance 
or benefits. This in order to draw attention to 
a specified launch date.

• Influencer Gaming 
Getting a story in front of an ever larger audi-
ence by getting an influencer (e.g. celebrity, 
politician, etc) to share content. This gives 
factions the benefit of indirect access to 
their large audience as a means of recruiting, 
popularizing an idea, or generating additional 
media coverage on the topic.

• IRL Threats 
Threats of physical violence against humans 
or property, issued either from groups or 
individuals working alone, made against a 
group or company.  Intended to intimidate 
or telegraph their intentions to use physical 
violence.

• Identification Symbols 
Putting special characters, emojis, or images 
in messages, content, user handles, or profile 
descriptions (e.g. resistance, 2a, MAGA) as a 
show of force online.
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• Petitions 
Collecting as many signatures as possible 
(both authentic and sometimes inauthentic) 
to formally issue a statement or demand of 
a company or government. Can be used as 
vehicles to drive activism around an issue, 
or generate media coverage on an issue if 
the number of signatures manage to amplify 
awareness to the broader public.

• Protests (IRL) 
The most traditional form of activism and in-
fluence, in-person protests rely upon getting 
a large number of people to demonstrate on 
behalf of a cause, often (though not always) 
at a single place and time to demonstrate or 
disrupt normal operations. These gatherings 
are typically intended to persuade or compel 
a company or government into a course of 
action by generating media coverage, phys-
ical disruption of a site, or symbolic displays 
of numbers.

• Original Content  
Creating an original piece of content (e.g. 
memes), ideally one that achieves virality 
online, to spread a desired narrative rapidly 
and broadly through either authentic or 
inauthentic sharing behavior.

• Rebranding Accounts 
Changing a social media account’s profile 
name so as to build a large following by 
sharing one type of (typically neutral) content 
like funny cat videos, and then selling the ac-
count or repurposing it to promote an entirely 
different set of content to an unsuspecting 
audience.

• Review Bombing 
Online polls, reviews, or votes offer an easily 
exploited objective for internet factions 
wishing to manipulate public perception 
or consensus on a brand, product or other 
issue. By manipulating a poll, factions can 
claim validation for their positions, generate 
desirable news coverage, or shape public 
perception.

• Sockpuppet Accounts 
Inauthentic accounts (which may or may not 
be automated) created with the intention of 
misrepresenting the person’s identity or be-
liefs to the internet, either with the intention 
of deceiving others or avoiding bans/suspen-
sions for their behavior.

• Trading Up 
Elevating a narrative (or reaction to a narra-
tive) by repeatedly promoting stories among 
a network of accounts or media outlets 
wherein each repetition occurs on a platform 
with larger reach than the previous one. The 
goal is to create sufficient controversy, repe-
tition, or buzz to eventually get a larger media 
outlets to take notice.

• Stream Manipulation 
Encouraging others to stream content in 
order to move it up in the charts. The #shal-
lowbucks campaign was one such attempt 
by fans to fraudulently encourage people to 
stream the Lady Gaga song, “Shallow”, on 
Spotify, in expectation of receiving a free 
beverage from Starbucks.
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THE INTERNET IS 
ALIVE

Yonder is an artificial 
intelligence software company 
We discover the hidden groups who control and amplify online narratives, so companies can 
navigate an unpredictable, ever-evolving internet with confidence.

Yonder was founded in 2017 by experts in online radicalization, counterterrorism, data science, 
and digital media and was the first company to address online coordination tactics at scale. The 
company is on a mission to humanize the world’s information and deliver on the promise of a 
more authentic internet.

 For more information, visit: 
www.yonder-ai.com

https://www.yonder-ai.com/

