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TH E D EFIN ITIO N

Sur-veil-lance C ap-i-tal-ism , n.

1. A  new  econom ic order that claim s hum an experience as free raw  m aterial for
hidden com m ercial practices of extraction, prediction, and sales; 2. A  parasitic
econom ic logic in w hich the production of goods and services is subordinated to
a new  global architecture of behavioral m odification; 3. A  rogue m utation of
capitalism  m arked by concentrations of w ealth, know ledge, and pow er
unprecedented in hum an history; 4. The foundational fram ew ork of a
surveillance econom y; 5. A s significant a threat to hum an nature in the tw enty-
first century as industrial capitalism  w as to the natural w orld in the nineteenth
and tw entieth; 6. The origin of a new  instrum entarian pow er that asserts
dom inance over society and presents startling challenges to m arket dem ocracy;
7. A  m ovem ent that aim s to im pose a new  collective order based on total
certainty; 8. A n expropriation of critical hum an rights that is best understood as a
coup from  above: an overthrow  of the people‒s sovereignty.
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C H A PTER  O N E

H O M E O R  EX ILE IN  TH E D IG ITA L
FU TU R E

I saw  him  crying, shedding floods of tears upon
C alypso‒s island, in her cham bers.

She traps him  there; he cannot go back hom e.

‍ H O M ER , TH E O D YSSEY

I. The O ldest Q uestions

―A re w e all going to be w orking for a sm art m achine, or w ill w e have sm art
people around the m achine?‖ The question w as posed to m e in 1981 by a young
paper m ill m anager som etim e betw een the fried catfish and the pecan pie on m y
first night in the sm all southern tow n that w as hom e to his m am m oth plant and
w ould becom e m y hom e periodically for the next six years. O n that rainy night
his w ords flooded m y brain, drow ning out the quickening tap tap tap of
raindrops on the aw ning above our table. I recognized the oldest political
questions: H om e or exile? Lord or subject? M aster or slave? These are eternal
them es of know ledge, authority, and pow er that can never be settled for all tim e.
There is no end of history; each generation m ust assert its w ill and im agination
as new  threats require us to retry the case in every age.

Perhaps because there w as no one else to ask, the plant m anager‒s voice w as
w eighted w ith urgency and frustration: ―W hat‒s it gonna be? W hich w ay are w e
supposed to go? I m ust know  now . There is no tim e to spare.‖ I w anted the
answ ers, too, and so I began the project that thirty years ago becam e m y first



book, In the Age of the Sm art M achine: The Future of W ork and Pow er. That
w ork turned out to be the opening chapter in w hat becam e a lifelong quest to
answ er the question ―C an the digital future be our hom e?‖

It has been m any years since that w arm  southern evening, but the oldest
questions have com e roaring back w ith a vengeance. The digital realm  is
overtaking and redefining everything fam iliar even before w e have had a chance
to ponder and decide. W e celebrate the netw orked w orld for the m any w ays in
w hich it enriches our capabilities and prospects, but it has birthed w hole new
territories of anxiety, danger, and violence as the sense of a predictable future
slips aw ay.

W hen w e ask the oldest questions now , billions of people from  every social
strata, generation, and society m ust answ er. Inform ation and com m unications
technologies are m ore w idespread than electricity, reaching three billion of the
w orld‒s seven billion people.1 The entangled dilem m as of know ledge, authority,
and pow er are no longer confined to w orkplaces as they w ere in the 1980s. N ow
their roots run deep through the necessities of daily life, m ediating nearly every
form  of social participation.2

Just a m om ent ago, it still seem ed reasonable to focus our concerns on the
challenges of an inform ation w orkplace or an inform ation society. N ow  the
oldest questions m ust be addressed to the w idest possible fram e, w hich is best
defined as ―civilization‖ or, m ore specifically, inform ation civilization. W ill this
em erging civilization be a place that w e can call hom e?

A ll creatures orient to hom e. It is the point of origin from  w hich every
species sets its bearings. W ithout our bearings, there is no w ay to navigate
unknow n territory; w ithout our bearings, w e are lost. I am  rem inded of this each
spring w hen the sam e pair of loons returns from  their distant travels to the cove
below  our w indow . Their haunting cries of hom ecom ing, renew al, connection,
and safeguard lull us to sleep at night, know ing that w e too are in our place.
G reen turtles hatch and go dow n to the sea, w here they travel m any thousands of
m iles, som etim es for ten years or tw enty. W hen ready to lay their eggs, they
retrace their journey back to the very patch of beach w here they w ere born.
Som e birds annually fly for thousands of m iles, losing as m uch as half their body
w eight, in order to m ate in their birthplace. B irds, bees, butterflies“  nests,
holes, trees, lakes, hives, hills, shores, and hollow s“  nearly every creature
shares som e version of this deep attachm ent to a place in w hich life has been
know n to flourish, the kind of place w e call hom e.

It is in the nature of hum an attachm ent that every journey and expulsion sets



into m otion the search for hom e. That nostos, finding hom e, is am ong our m ost
profound needs is evident by the price w e are w illing to pay for it. There is a
universally shared ache to return to the place w e left behind or to found a new
hom e in w hich our hopes for the future can nest and grow . W e still recount the
travails of O dysseus and recall w hat hum an beings w ill endure for the sake of
reaching our ow n shores and entering our ow n gates.

B ecause our brains are larger than those of birds and sea turtles, w e know  that
it is not alw ays possible, or even desirable, to return to the sam e patch of earth.
H om e need not alw ays correspond to a single dw elling or place. W e can choose
its form  and location but not its m eaning. H om e is w here w e know  and w here w e
are know n, w here w e love and are beloved. H om e is m astery, voice, relationship,
and sanctuary: part freedom , part flourishing“  part refuge, part prospect.

The sense of hom e slipping aw ay provokes an unbearable yearning. The
Portuguese have a nam e for this feeling: saudade, a w ord said to capture the
hom esickness and longing of separation from  the hom eland am ong em igrants
across the centuries. N ow  the disruptions of the tw enty-first century have turned
these exquisite anxieties and longings of dislocation into a universal story that
engulfs each one of us.3

II. Requiem  for a H om e

In 2000 a group of com puter scientists and engineers at G eorgia Tech
collaborated on a project called the ―Aw are H om e.‖4 It w as m eant to be a ―living
laboratory‖ for the study of ―ubiquitous com puting.‖ They im agined a ―hum an-
hom e sym biosis‖ in w hich m any anim ate and inanim ate processes w ould be
captured by an elaborate netw ork of ―context aw are sensors‖ em bedded in the
house and by w earable com puters w orn by the hom e‒s occupants. The design
called for an ―autom ated w ireless collaboration‖ betw een the platform  that
hosted personal inform ation from  the occupants‒ w earables and a second one that
hosted the environm ental inform ation from  the sensors.

There w ere three w orking assum ptions: first, the scientists and engineers
understood that the new  data system s w ould produce an entirely new  know ledge
dom ain. Second, it w as assum ed that the rights to that new  know ledge and the
pow er to use it to im prove one‒s life w ould belong exclusively to the people w ho
live in the house. Third, the team  assum ed that for all of its digital w izardry, the
Aw are H om e w ould take its place as a m odern incarnation of the ancient



conventions that understand ―hom e‖ as the private sanctuary of those w ho dw ell
w ithin its w alls.

A ll of this w as expressed in the engineering plan. It em phasized trust,
sim plicity, the sovereignty of the individual, and the inviolability of the hom e as
a private dom ain. The Aw are H om e inform ation system  w as im agined as a
sim ple ―closed loop‖ w ith only tw o nodes and controlled entirely by the hom e‒s
occupants. B ecause the house w ould be ―constantly m onitoring the occupants‒
w hereabouts and activities“  even tracing its inhabitants‒ m edical conditions,‖
the team  concluded, ―there is a clear need to give the occupants know ledge and
control of the distribution of this inform ation.‖ A ll the inform ation w as to be
stored on the occupants‒ w earable com puters ―to insure the privacy of an
individual‒s inform ation.‖

B y 2018, the global ―sm art-hom e‖ m arket w as valued at $36 billion and
expected to reach $151 billion by 2023.5 The num bers betray an earthquake
beneath their surface. C onsider just one sm art-hom e device: the N est therm ostat,
w hich w as m ade by a com pany that w as ow ned by A lphabet, the G oogle holding
com pany, and then m erged w ith G oogle in 2018.6 The N est therm ostat does
m any things im agined in the Aw are H om e. It collects data about its uses and
environm ent. It uses m otion sensors and com putation to ―learn‖ the behaviors of
a hom e‒s inhabitants. N est‒s apps can gather data from  other connected products
such as cars, ovens, fitness trackers, and beds.7 Such system s can, for exam ple,
trigger lights if an anom alous m otion is detected, signal video and audio
recording, and even send notifications to hom eow ners or others. A s a result of
the m erger w ith G oogle, the therm ostat, like other N est products, w ill be built
w ith G oogle‒s artificial intelligence capabilities, including its personal digital
―assistant.‖8 Like the Aw are H om e, the therm ostat and its brethren devices
create im m ense new  stores of know ledge and therefore new  pow er‍ but for
w hom ?

W i-Fi‌enabled and netw orked, the therm ostat‒s intricate, personalized data
stores are uploaded to G oogle‒s servers. Each therm ostat com es w ith a ―privacy
policy,‖ a ―term s-of-service agreem ent,‖ and an ―end-user licensing agreem ent.‖
These reveal oppressive privacy and security consequences in w hich sensitive
household and personal inform ation are shared w ith other sm art devices,
unnam ed personnel, and third parties for the purposes of predictive analyses and
sales to other unspecified parties. N est takes little responsibility for the security
of the inform ation it collects and none for how  the other com panies in its
ecosystem  w ill put those data to use.9 A  detailed analysis of N est‒s policies by



tw o U niversity of London scholars concluded that w ere one to enter into the
N est ecosystem  of connected devices and apps, each w ith their ow n equally
burdensom e and audacious term s, the purchase of a single hom e therm ostat
w ould entail the need to review  nearly a thousand so-called contracts.10

Should the custom er refuse to agree to N est‒s stipulations, the term s of
service indicate that the functionality and security of the therm ostat w ill be
deeply com prom ised, no longer supported by the necessary updates m eant to
ensure its reliability and safety. The consequences can range from  frozen pipes to
failed sm oke alarm s to an easily hacked internal hom e system .11

B y 2018, the assum ptions of the Aw are H om e w ere gone w ith the w ind.
W here did they go? W hat w as that w ind? The Aw are H om e, like m any other
visionary projects, im agined a digital future that em pow ers individuals to lead
m ore-effective lives. W hat is m ost critical is that in the year 2000 this vision
naturally assum ed an unw avering com m itm ent to the privacy of individual
experience. Should an individual choose to render her experience digitally, then
she w ould exercise exclusive rights to the know ledge garnered from  such data,
as w ell as exclusive rights to decide how  such know ledge m ight be put to use.
Today these rights to privacy, know ledge, and application have been usurped by
a bold m arket venture pow ered by unilateral claim s to others‒ experience and the
know ledge that flow s from  it. W hat does this sea change m ean for us, for our
children, for our dem ocracies, and for the very possibility of a hum an future in a
digital w orld? This book aim s to answ er these questions. It is about the
darkening of the digital dream  and its rapid m utation into a voracious and utterly
novel com m ercial project that I call surveillance capitalism .

III. W hat Is Surveillance C apitalism ?

Surveillance capitalism  unilaterally claim s hum an experience as free raw
m aterial for translation into behavioral data. A lthough som e of these data are
applied to product or service im provem ent, the rest are declared as a proprietary
behavioral surplus, fed into advanced m anufacturing processes know n as
―m achine intelligence,‖ and fabricated into prediction products that anticipate
w hat you w ill do now , soon, and later. Finally, these prediction products are
traded in a new  kind of m arketplace for behavioral predictions that I call
behavioral futures m arkets. Surveillance capitalists have grow n im m ensely
w ealthy from  these trading operations, for m any com panies are eager to lay bets



on our future behavior.
A s w e shall see in the com ing chapters, the com petitive dynam ics of these

new  m arkets drive surveillance capitalists to acquire ever-m ore-predictive
sources of behavioral surplus: our voices, personalities, and em otions.
Eventually, surveillance capitalists discovered that the m ost-predictive
behavioral data com e from  intervening in the state of play in order to nudge,
coax, tune, and herd behavior tow ard profitable outcom es. C om petitive pressures
produced this shift, in w hich autom ated m achine processes not only know  our
behavior but also shape our behavior at scale. W ith this reorientation from
know ledge to pow er, it is no longer enough to autom ate inform ation flow s about
us; the goal now  is to autom ate us. In this phase of surveillance capitalism ‒s
evolution, the m eans of production are subordinated to an increasingly com plex
and com prehensive ―m eans of behavioral m odification.‖ In this w ay,
surveillance capitalism  births a new  species of pow er that I call
instrum entarianism . Instrum entarian pow er know s and shapes hum an behavior
tow ard others‒ ends. Instead of arm am ents and arm ies, it w orks its w ill through
the autom ated m edium  of an increasingly ubiquitous com putational architecture
of ―sm art‖ netw orked devices, things, and spaces.

In the com ing chapters w e w ill follow  the grow th and dissem ination of these
operations and the instrum entarian pow er that sustains them . Indeed, it has
becom e difficult to escape this bold m arket project, w hose tentacles reach from
the gentle herding of innocent Pokçm on G o players to eat, drink, and purchase in
the restaurants, bars, fast-food joints, and shops that pay to play in its behavioral
futures m arkets to the ruthless expropriation of surplus from  Facebook profiles
for the purposes of shaping individual behavior, w hether it‒s buying pim ple
cream  at 5:45 P.M . on Friday, clicking ―yes‖ on an offer of new  running shoes as
the endorphins race through your brain after your long Sunday m orning run, or
voting next w eek. Just as industrial capitalism  w as driven to the continuous
intensification of the m eans of production, so surveillance capitalists and their
m arket players are now  locked into the continuous intensification of the m eans
of behavioral m odification and the gathering m ight of instrum entarian pow er.

Surveillance capitalism  runs contrary to the early digital dream , consigning
the Aw are H om e to ancient history. Instead, it strips aw ay the illusion that the
netw orked form  has som e kind of indigenous m oral content, that being
―connected‖ is som ehow  intrinsically pro-social, innately inclusive, or naturally
tending tow ard the dem ocratization of know ledge. D igital connection is now  a
m eans to others‒ com m ercial ends. A t its core, surveillance capitalism  is parasitic



and self-referential. It revives K arl M arx‒s old im age of capitalism  as a vam pire
that feeds on labor, but w ith an unexpected turn. Instead of labor, surveillance
capitalism  feeds on every aspect of every hum an‒s experience.

G oogle invented and perfected surveillance capitalism  in m uch the sam e w ay
that a century ago G eneral M otors invented and perfected m anagerial capitalism .
G oogle w as the pioneer of surveillance capitalism  in thought and practice, the
deep pocket for research and developm ent, and the trailblazer in experim entation
and im plem entation, but it is no longer the only actor on this path. Surveillance
capitalism  quickly spread to Facebook and later to M icrosoft. Evidence suggests
that A m azon has veered in this direction, and it is a constant challenge to A pple,
both as an external threat and as a source of internal debate and conflict.

A s the pioneer of surveillance capitalism , G oogle launched an unprecedented
m arket operation into the unm apped spaces of the internet, w here it faced few
im pedim ents from  law  or com petitors, like an invasive species in a landscape
free of natural predators. Its leaders drove the system ic coherence of their
businesses at a breakneck pace that neither public institutions nor individuals
could follow . G oogle also benefited from  historical events w hen a national
security apparatus galvanized by the attacks of 9/11 w as inclined to nurture,
m im ic, shelter, and appropriate surveillance capitalism ‒s em ergent capabilities
for the sake of total know ledge and its prom ise of certainty.

Surveillance capitalists quickly realized that they could do anything they
w anted, and they did. They dressed in the fashions of advocacy and
em ancipation, appealing to and exploiting contem porary anxieties, w hile the real
action w as hidden offstage. Theirs w as an invisibility cloak w oven in equal
m easure to the rhetoric of the em pow ering w eb, the ability to m ove sw iftly, the
confidence of vast revenue stream s, and the w ild, undefended nature of the
territory they w ould conquer and claim . They w ere protected by the inherent
illegibility of the autom ated processes that they rule, the ignorance that these
processes breed, and the sense of inevitability that they foster.

Surveillance capitalism  is no longer confined to the com petitive dram as of
the large internet com panies, w here behavioral futures m arkets w ere first aim ed
at online advertising. Its m echanism s and econom ic im peratives have becom e
the default m odel for m ost internet-based businesses. Eventually, com petitive
pressure drove expansion into the offline w orld, w here the sam e foundational
m echanism s that expropriate your online brow sing, likes, and clicks are trained
on your run in the park, breakfast conversation, or hunt for a parking space.
Today‒s prediction products are traded in behavioral futures m arkets that extend



beyond targeted online ads to m any other sectors, including insurance, retail,
finance, and an ever-w idening range of goods and services com panies
determ ined to participate in these new  and profitable m arkets. W hether it‒s a
―sm art‖ hom e device, w hat the insurance com panies call ―behavioral
underw riting,‖ or any one of thousands of other transactions, w e now  pay for our
ow n dom ination.

Surveillance capitalism ‒s products and services are not the objects of a value
exchange. They do not establish constructive producer-consum er reciprocities.
Instead, they are the ―hooks‖ that lure users into their extractive operations in
w hich our personal experiences are scraped and packaged as the m eans to others‒
ends. W e are not surveillance capitalism ‒s ―custom ers.‖ A lthough the saying tells
us ―If it‒s free, then you are the product,‖ that is also incorrect. W e are the
sources of surveillance capitalism ‒s crucial surplus: the objects of a
technologically advanced and increasingly inescapable raw -m aterial-extraction
operation. Surveillance capitalism ‒s actual custom ers are the enterprises that
trade in its m arkets for future behavior.

This logic turns ordinary life into the daily renew al of a tw enty-first-century
Faustian com pact. ―Faustian‖ because it is nearly im possible to tear ourselves
aw ay, despite the fact that w hat w e m ust give in return w ill destroy life as w e
have know n it. C onsider that the internet has becom e essential for social
participation, that the internet is now  saturated w ith com m erce, and that
com m erce is now  subordinated to surveillance capitalism . O ur dependency is at
the heart of the com m ercial surveillance project, in w hich our felt needs for
effective life vie against the inclination to resist its bold incursions. This conflict
produces a psychic num bing that inures us to the realities of being tracked,
parsed, m ined, and m odified. It disposes us to rationalize the situation in
resigned cynicism , create excuses that operate like defense m echanism s (―I have
nothing to hide‖), or find other w ays to stick our heads in the sand, choosing
ignorance out of frustration and helplessness.12 In this w ay, surveillance
capitalism  im poses a fundam entally illegitim ate choice that tw enty-first-century
individuals should not have to m ake, and its norm alization leaves us singing in
our chains.13

Surveillance capitalism  operates through unprecedented asym m etries in
know ledge and the pow er that accrues to know ledge. Surveillance capitalists
know  everything about us, w hereas their operations are designed to be
unknow able to us. They accum ulate vast dom ains of new  know ledge from  us,
but not for us. They predict our futures for the sake of others‒ gain, not ours. A s



long as surveillance capitalism  and its behavioral futures m arkets are allow ed to
thrive, ow nership of the new  m eans of behavioral m odification eclipses
ow nership of the m eans of production as the fountainhead of capitalist w ealth
and pow er in the tw enty-first century.

These facts and their consequences for our individual lives, our societies, our
dem ocracies, and our em erging inform ation civilization are exam ined in detail in
the com ing chapters. The evidence and reasoning em ployed here suggest that
surveillance capitalism  is a rogue force driven by novel econom ic im peratives
that disregard social norm s and nullify the elem ental rights associated w ith
individual autonom y that are essential to the very possibility of a dem ocratic
society.

Just as industrial civilization flourished at the expense of nature and now
threatens to cost us the Earth, an inform ation civilization shaped by surveillance
capitalism  and its new  instrum entarian pow er w ill thrive at the expense of
hum an nature and w ill threaten to cost us our hum anity. The industrial legacy of
clim ate chaos fills us w ith dism ay, rem orse, and fear. A s surveillance capitalism
becom es the dom inant form  of inform ation capitalism  in our tim e, w hat fresh
legacy of dam age and regret w ill be m ourned by future generations? B y the tim e
you read these w ords, the reach of this new  form  w ill have grow n as m ore
sectors, firm s, startups, app developers, and investors m obilize around this one
plausible version of inform ation capitalism . This m obilization and the resistance
it engenders w ill define a key battleground upon w hich the possibility of a
hum an future at the new  frontier of pow er w ill be contested.

IV. The U nprecedented

O ne explanation for surveillance capitalism ‒s m any trium phs floats above them
all: it is unprecedented. The unprecedented is necessarily unrecognizable. W hen
w e encounter som ething unprecedented, w e autom atically interpret it through the
lenses of fam iliar categories, thereby rendering invisible precisely that w hich is
unprecedented. A  classic exam ple is the notion of the ―horseless carriage‖ to
w hich people reverted w hen confronted w ith the unprecedented facts of the
autom obile. A  tragic illustration is the encounter betw een indigenous people and
the first Spanish conquerors. W hen the Taënos of the pre-C olum bian C aribbean
islands first laid eyes on the sw eating, bearded Spanish soldiers trudging across
the sand in their brocade and arm or, how  could they possibly have recognized



the m eaning and portent of that m om ent? U nable to im agine their ow n
destruction, they reckoned that those strange creatures w ere gods and w elcom ed
them  w ith intricate rituals of hospitality. This is how  the unprecedented reliably
confounds understanding; existing lenses illum inate the fam iliar, thus obscuring
the original by turning the unprecedented into an extension of the past. This
contributes to the norm alization of the abnorm al, w hich m akes fighting the
unprecedented even m ore of an uphill clim b.

O n a storm y night som e years ago, our hom e w as struck by lightning, and I
learned a pow erful lesson in the com prehension-defying pow er of the
unprecedented. W ithin m om ents of the strike, thick black sm oke drifted up the
staircase from  the low er level of the house and tow ard the living room . A s w e
m obilized and called the fire departm ent, I believed that I had just a m inute or
tw o to do som ething useful before rushing out to join m y fam ily. First, I ran
upstairs and closed all the bedroom  doors to protect them  from  sm oke dam age.
N ext, I tore back dow nstairs to the living room , w here I gathered up as m any of
our fam ily photo album s as I could carry and set them  outside on a covered
porch for safety. The sm oke w as just about to reach m e w hen the fire m arshal
arrived to grab m e by the shoulder and yank m e out the door. W e stood in the
driving rain, w here, to our astonishm ent, w e w atched the house explode in
flam es.

I learned m any things from  the fire, but am ong the m ost im portant w as the
unrecognizability of the unprecedented. In that early phase of crisis, I could
im agine our hom e scarred by sm oke dam age, but I could not im agine its
disappearance. I grasped w hat w as happening through the lens of past
experience, envisioning a distressing but ultim ately m anageable detour that
w ould lead back to the status quo. U nable to distinguish the unprecedented, all I
could do w as to close doors to room s that w ould no longer exist and seek safety
on a porch that w as fated to vanish. I w as blind to conditions that w ere
unprecedented in m y experience.

I began to study the em ergence of w hat I w ould eventually call surveillance
capitalism  in 2006, interview ing entrepreneurs and staff in a range of tech
com panies in the U S and the U K . For several years I thought that the unexpected
and disturbing practices that I docum ented w ere detours from  the m ain road:
m anagem ent oversights or failures of judgm ent and contextual understanding.

M y field data w ere destroyed in the fire that night, and by the tim e I picked
up the thread again early in 2011, it w as clear to m e that m y old horseless-
carriage lenses could not explain or excuse w hat w as taking shape. I had lost



m any details hidden in the brush, but the profiles of the trees stood out m ore
clearly than before: inform ation capitalism  had taken a decisive turn tow ard a
new  logic of accum ulation, w ith its ow n original operational m echanism s,
econom ic im peratives, and m arkets. I could see that this new  form  had broken
aw ay from  the norm s and practices that define the history of capitalism  and in
that process som ething startling and unprecedented had em erged.

O f course, the em ergence of the unprecedented in econom ic history cannot be
com pared to a house fire. The portents of a catastrophic fire w ere unprecedented
in m y experience, but they w ere not original. In contrast, surveillance capitalism
is a new  actor in history, both original and sui generis. It is of its ow n kind and
unlike anything else: a distinct new  planet w ith its ow n physics of tim e and
space, its sixty-seven-hour days, em erald sky, inverted m ountain ranges, and dry
w ater.

N onetheless, the danger of closing doors to room s that w ill no longer exist is
very real. The unprecedented nature of surveillance capitalism  has enabled it to
elude system atic contest because it cannot be adequately grasped w ith our
existing concepts. W e rely on categories such as ―m onopoly‖ or ―privacy‖ to
contest surveillance capitalist practices. A nd although these issues are vital, and
even w hen surveillance capitalist operations are also m onopolistic and a threat to
privacy, the existing categories nevertheless fall short in identifying and
contesting the m ost crucial and unprecedented facts of this new  regim e.

W ill surveillance capitalism  continue on its current trajectory to becom e the
dom inant logic of accum ulation of our age, or, in the fullness of tim e, w ill w e
judge it to have been a toothed bird: A  fearsom e but ultim ately doom ed dead end
in capitalism ‒s longer journey? If it is to be doom ed, then w hat w ill m ake it so?
W hat w ill an effective vaccine entail?

Every vaccine begins in careful know ledge of the enem y disease. This book
is a journey to encounter w hat is strange, original, and even unim aginable in
surveillance capitalism . It is anim ated by the conviction that fresh observation,
analysis, and new  nam ing are required if w e are to grasp the unprecedented as a
necessary prelude to effective contest. The chapters that follow  w ill exam ine the
specific conditions that allow ed surveillance capitalism  to root and flourish as
w ell as the ―law s of m otion‖ that drive the action and expansion of this m arket
form : its foundational m echanism s, econom ic im peratives, econom ies of supply,
construction of pow er, and principles of social ordering. Let‒s close doors, but
let‒s m ake sure that they are the right ones.



V. The Puppet M aster, N ot the Puppet

O ur effort to confront the unprecedented begins w ith the recognition that w e
hunt the puppet m aster, not the puppet. A  first challenge to com prehension is the
confusion betw een surveillance capitalism  and the technologies it em ploys.
Surveillance capitalism  is not technology; it is a logic that im bues technology
and com m ands it into action. Surveillance capitalism  is a m arket form  that is
unim aginable outside the digital m ilieu, but it is not the sam e as the ―digital.‖ A s
w e saw  in the story of the Aw are H om e, and as w e shall see again in C hapter 2,
the digital can take m any form s depending upon the social and econom ic logics
that bring it to life. It is capitalism  that assigns the price tag of subjugation and
helplessness, not the technology.

That surveillance capitalism  is a logic in action and not a technology is a vital
point because surveillance capitalists w ant us to think that their practices are
inevitable expressions of the technologies they em ploy. For exam ple, in 2009 the
public first becam e aw are that G oogle m aintains our search histories
indefinitely: data that are available as raw -m aterial supplies are also available to
intelligence and law -enforcem ent agencies. W hen questioned about these
practices, the corporation‒s form er C EO  Eric Schm idt m used, ―The reality is that
search engines including G oogle do retain this inform ation for som e tim e.‖14

In truth, search engines do not retain, but surveillance capitalism  does.
Schm idt‒s statem ent is a classic of m isdirection that bew ilders the public by
conflating com m ercial im peratives and technological necessity. It cam ouflages
the concrete practices of surveillance capitalism  and the specific choices that
im pel G oogle‒s brand of search into action. M ost significantly, it m akes
surveillance capitalism ‒s practices appear to be inevitable w hen they are actually
m eticulously calculated and lavishly funded m eans to self-dealing com m ercial
ends. W e w ill exam ine this notion of ―inevitabilism ‖ in depth in C hapter 7. For
now , suffice to say that despite all the futuristic sophistication of digital
innovation, the m essage of the surveillance capitalist com panies barely differs
from  the them es once glorified in the m otto of the 1933 C hicago W orld‒s Fair:
―Science Finds‍ Industry A pplies‍ M an C onform s.‖

In order to challenge such claim s of technological inevitability, w e m ust
establish our bearings. W e cannot evaluate the current trajectory of inform ation
civilization w ithout a clear appreciation that technology is not and never can be a
thing in itself, isolated from  econom ics and society. This m eans that
technological inevitability does not exist. Technologies are alw ays econom ic



m eans, not ends in them selves: in m odern tim es, technology‒s D N A  com es
already patterned by w hat the sociologist M ax W eber called the ―econom ic
orientation.‖

Econom ic ends, W eber observed, are alw ays intrinsic to technology‒s
developm ent and deploym ent. ―Econom ic action‖ determ ines objectives,
w hereas technology provides ―appropriate m eans.‖ In W eber‒s fram ing, ―The
fact that w hat is called the technological developm ent of m odern tim es has been
so largely oriented econom ically to profit-m aking is one of the fundam ental facts
of the history of technology.‖15 In a m odern capitalist society, technology w as,
is, and alw ays w ill be an expression of the econom ic objectives that direct it into
action. A  w orthw hile exercise w ould be to delete the w ord ―technology‖ from
our vocabularies in order to see how  quickly capitalism ‒s objectives are exposed.

Surveillance capitalism  em ploys m any technologies, but it cannot be equated
w ith any technology. Its operations m ay em ploy platform s, but these operations
are not the sam e as platform s. It em ploys m achine intelligence, but it cannot be
reduced to those m achines. It produces and relies on algorithm s, but it is not the
sam e as algorithm s. Surveillance capitalism ‒s unique econom ic im peratives are
the puppet m asters that hide behind the curtain orienting the m achines and
sum m oning them  to action. These im peratives, to indulge another m etaphor, are
like the body‒s soft tissues that cannot be seen in an X -ray but do the real w ork
of binding m uscle and bone. W e are not alone in falling prey to the technology
illusion. It is an enduring them e of social thought, as old as the Trojan horse.
D espite this, each generation stum bles into the quicksand of forgetting that
technology is an expression of other interests. In m odern tim es this m eans the
interests of capital, and in our tim e it is surveillance capital that com m ands the
digital m ilieu and directs our trajectory tow ard the future. O ur aim  in this book is
to discern the law s of surveillance capitalism  that anim ate today‒s exotic Trojan
horses, returning us to age-old questions as they bear dow n on our lives, our
societies, and our civilization.

W e have stood at this kind of precipice before. ―W e‒ve stum bled along for a
w hile, trying to run a new  civilization in old w ays, but w e‒ve got to start to m ake
this w orld over.‖ It w as 1912 w hen Thom as Edison laid out his vision for a new
industrial civilization in a letter to H enry Ford. Edison w orried that
industrialism ‒s potential to serve the progress of hum anity w ould be thw arted by
the stubborn pow er of the robber barons and the m onopolist econom ics that
ruled their kingdom s. H e decried the ―w astefulness‖ and ―cruelty‖ of U S
capitalism : ―O ur production, our factory law s, our charities, our relations



betw een capital and labor, our distribution‍ all w rong, out of gear.‖ B oth Edison
and Ford understood that the m odern industrial civilization for w hich they
harbored such hope w as careening tow ard a darkness m arked by m isery for the
m any and prosperity for the few .

M ost im portant for our conversation, Edison and Ford understood that the
m oral life of industrial civilization w ould be shaped by the practices of
capitalism  that rose to dom inance in their tim e. They believed that A m erica, and
eventually the w orld, w ould have to fashion a new , m ore rational capitalism  in
order to avert a future of m isery and conflict. Everything, as Edison suggested,
w ould have to be reinvented: new  technologies, yes, but these w ould have to
reflect new  w ays of understanding and fulfilling people‒s needs; a new  econom ic
m odel that could turn those new  practices into profit; and a new  social contract
that could sustain it all. A  new  century had daw ned, but the evolution of
capitalism , like the churning of civilizations, did not obey the calendar or the
clock. It w as 1912, and still the nineteenth century refused to relinquish its claim
on the tw entieth.

The sam e can be said of our tim e. A s I w rite these w ords, w e are nearing the
end of the second decade of the tw enty-first century, but the econom ic and social
contests of the tw entieth continue to tear us apart. These contests are the stage
upon w hich surveillance capitalism  m ade its debut and rose to stardom  as the
author of a new  chapter in the long saga of capitalism ‒s evolution. This is the
dram atic context to w hich w e w ill turn in the opening pages of Part I: the place
upon w hich w e m ust stand in order to evaluate our subject in its rightful context.
Surveillance capitalism  is not an accident of overzealous technologists, but
rather a rogue capitalism  that learned to cunningly exploit its historical
conditions to ensure and defend its success.

VI. The O utline, Them es, and Sources of this Book

This book is intended as an initial m apping of a terra incognita, a first foray that
I hope w ill pave the w ay for m ore explorers. The effort to understand
surveillance capitalism  and its consequences has dictated a path of exploration
that crosses m any disciplines and historical periods. M y aim  has been to develop
the concepts and fram ew orks that enable us to see the pattern in w hat have
appeared to be disparate concepts, phenom ena, and fragm ents of rhetoric and
practice, as each new  point on the m ap contributes to m aterializing the puppet



m aster in flesh and bone.
M any of the points on this m ap are necessarily draw n from  fast-m oving

currents in turbulent tim es. In m aking sense of contem porary developm ents, m y
m ethod has been to isolate the deeper pattern in the w elter of technological detail
and corporate rhetoric. The test of m y efficacy w ill be in how  w ell this m ap and
its concepts illum inate the unprecedented and em pow er us w ith a m ore cogent
and com prehensive understanding of the rapid flow  of events that boil around us
as surveillance capitalism  pursues its long gam e of econom ic and social
dom ination.

The Age of Surveillance C apitalism  has four parts. Each presents four to five
chapters as w ell as a final chapter intended as a coda that reflects on and
conceptualizes the m eaning of w hat has gone before. Part I addresses the
foundations of surveillance capitalism : its origins and early elaboration. W e
begin in C hapter 2 by setting the stage upon w hich surveillance capitalism  m ade
its debut and achieved success. This stage setting is im portant because I fear that
w e have contented ourselves for too long w ith superficial explanations of the
rapid rise and general acceptance of the practices associated w ith surveillance
capitalism . For exam ple, w e have credited notions such as ―convenience‖ or the
fact that m any of its services are ―free.‖ Instead, C hapter 2 explores the social
conditions that sum m oned the digital into our everyday lives and enabled
surveillance capitalism  to root and flourish. I describe the ―collision‖ betw een
the centuries-old historical processes of individualization that shape our
experience as self-determ ining individuals and the harsh social habitat produced
by a decades-old regim e of neoliberal m arket econom ics in w hich our sense of
self-w orth and needs for self-determ ination are routinely thw arted. The pain and
frustration of this contradiction are the condition that sent us careening tow ard
the internet for sustenance and ultim ately bent us to surveillance capitalism ‒s
draconian quid pro quo.

Part I m oves on to a close exam ination of surveillance capitalism ‒s invention
and early elaboration at G oogle, beginning w ith the discovery and early
developm ent of w hat w ould becom e its foundational m echanism s, econom ic
im peratives, and ―law s of m otion.‖ For all of G oogle‒s technological prow ess
and com putational talent, the real credit for its success goes to the radical social
relations that the com pany declared as facts, beginning w ith its disregard for the
boundaries of private hum an experience and the m oral integrity of the
autonom ous individual. Instead, surveillance capitalists asserted their right to
invade at w ill, usurping individual decision rights in favor of unilateral



surveillance and the self-authorized extraction of hum an experience for others‒
profit. These invasive claim s w ere nurtured by the absence of law  to im pede
their progress, the m utuality of interests betw een the fledgling surveillance
capitalists and state intelligence agencies, and the tenacity w ith w hich the
corporation defended its new  territories. Eventually, G oogle codified a tactical
playbook on the strength of w hich its surveillance capitalist operations w ere
successfully institutionalized as the dom inant form  of inform ation capitalism ,
draw ing new  com petitors eager to participate in the race for surveillance
revenues. O n the strength of these achievem ents, G oogle and its expanding
universe of com petitors enjoy extraordinary new  asym m etries of know ledge and
pow er, unprecedented in the hum an story. I argue that the significance of these
developm ents is best understood as the privatization of the division of learning
in society, the critical axis of social order in the tw enty-first century.

Part II traces the m igration of surveillance capitalism  from  the online
environm ent to the real w orld, a consequence of the com petition for prediction
products that approxim ate certainty. H ere w e explore this new  reality business,
as all aspects of hum an experience are claim ed as raw -m aterial supplies and
targeted for rendering into behavioral data. M uch of this new  w ork is
accom plished under the banner of ―personalization,‖ a cam ouflage for
aggressive extraction operations that m ine the intim ate depths of everyday life.
A s com petition intensifies, surveillance capitalists learn that extracting hum an
experience is not enough. The m ost-predictive raw -m aterial supplies com e from
intervening in our experience to shape our behavior in w ays that favor
surveillance capitalists‒ com m ercial outcom es. N ew  autom ated protocols are
designed to influence and m odify hum an behavior at scale as the m eans of
production is subordinated to a new  and m ore com plex m eans of behavior
m odification. W e see these new  protocols at w ork in Facebook‒s contagion
experim ents and the G oogle-incubated augm ented reality ―gam e‖ Pokçm on G o.
The evidence of our psychic num bing is that only a few  decades ago U S society
denounced m ass behavior-m odification techniques as unacceptable threats to
individual autonom y and the dem ocratic order. Today the sam e practices m eet
little resistance or even discussion as they are routinely and pervasively
deployed in the m arch tow ard surveillance revenues. Finally, I consider
surveillance capitalism ‒s operations as a challenge to the elem ental right to the
future tense, w hich accounts for the individual‒s ability to im agine, intend,
prom ise, and construct a future. It is an essential condition of free w ill and, m ore
poignantly, of the inner resources from  w hich w e draw  the w ill to w ill. I ask and



answ er the question H ow  did they get aw ay w ith it? Part II ends w ith a
m editation on our once and future history. If industrial capitalism  dangerously
disrupted nature, w hat havoc m ight surveillance capitalism  w reak on hum an
nature?

Part III exam ines the rise of instrum entarian pow er; its expression in a
ubiquitous sensate, netw orked, com putational infrastructure that I call Big
O ther; and the novel and deeply antidem ocratic vision of society and social
relations that these produce. I argue that instrum entarianism  is an unprecedented
species of pow er that has defied com prehension in part because it has been
subjected to the ―horseless-carriage‖ syndrom e. Instrum entarian pow er has been
view ed through the old lenses of totalitarianism , obscuring w hat is different and
dangerous. Totalitarianism  w as a transform ation of the state into a project of
total possession. Instrum entarianism  and its m aterialization in B ig O ther signal
the transform ation of the m arket into a project of total certainty, an undertaking
that is unim aginable outside the digital m ilieu and the logic of surveillance
capitalism . In nam ing and analyzing instrum entarian pow er, I explore its
intellectual origins in early theoretical physics and its later expression in the
w ork of the radical behaviorist B . F. Skinner.

Part III follow s surveillance capitalism  into a second phase change. The first
w as the m igration from  the virtual to the real w orld. The second is a shift of
focus from  the real w orld to the social w orld, as society itself becom es the new
object of extraction and control. Just as industrial society w as im agined as a
w ell-functioning m achine, instrum entarian society is im agined as a hum an
sim ulation of m achine learning system s: a confluent hive m ind in w hich each
elem ent learns and operates in concert w ith every other elem ent. In the m odel of
m achine confluence, the ―freedom ‖ of each individual m achine is subordinated
to the know ledge of the system  as a w hole. Instrum entarian pow er aim s to
organize, herd, and tune society to achieve a sim ilar social confluence, in w hich
group pressure and com putational certainty replace politics and dem ocracy,
extinguishing the felt reality and social function of an individualized existence.
The youngest m em bers of our societies already experience m any of these
destructive dynam ics in their attachm ent to social m edia, the first global
experim ent in the hum an hive. I consider the im plications of these developm ents
for a second elem ental right: the right to sanctuary. The hum an need for a space
of inviolable refuge has persisted in civilized societies from  ancient tim es but is
now  under attack as surveillance capital creates a w orld of ―no exit‖ w ith
profound im plications for the hum an future at this new  frontier of pow er.



In the final chapter I conclude that surveillance capitalism  departs from  the
history of m arket capitalism  in surprising w ays, dem anding both unim peded
freedom  and total know ledge, abandoning capitalism ‒s reciprocities w ith people
and society, and im posing a totalizing collectivist vision of life in the hive, w ith
surveillance capitalists and their data priesthood in charge of oversight and
control. Surveillance capitalism  and its rapidly accum ulating instrum entarian
pow er exceed the historical norm s of capitalist am bitions, claim ing dom inion
over hum an, societal, and political territories that range far beyond the
conventional institutional terrain of the private firm  or the m arket. A s a result,
surveillance capitalism  is best described as a coup from  above, not an overthrow
of the state but rather an overthrow  of the people‒s sovereignty and a prom inent
force in the perilous drift tow ard dem ocratic deconsolidation that now  threatens
W estern liberal dem ocracies. O nly ―w e the people‖ can reverse this course, first
by nam ing the unprecedented, then by m obilizing new  form s of collaborative
action: the crucial friction that reasserts the prim acy of a flourishing hum an
future as the foundation of our inform ation civilization. If the digital future is to
be our hom e, then it is w e w ho m ust m ake it so.

M y m ethods com bine those of a social scientist inclined tow ard theory,
history, philosophy, and qualitative research w ith those of an essayist: an unusual
but intentional approach. A s an essayist, I occasionally draw  upon m y ow n
experiences. I do this because the tendency tow ard psychic num bing is increased
w hen w e regard the critical issues exam ined here as just so m any abstractions
attached to technological and econom ic forces beyond our reach. W e cannot
fully reckon w ith the gravity of surveillance capitalism  and its consequences
unless w e can trace the scars they carve into the flesh of our daily lives.

A s a social scientist, I have been draw n to earlier theorists w ho encountered
the unprecedented in their tim e. R eading from  this perspective, I developed a
fresh appreciation for the intellectual courage and pioneering insights of classic
texts, in w hich authors such as D urkheim , M arx, and W eber boldly theorized
industrial capitalism  and industrial society as it rapidly constructed itself in their
m idst during the nineteenth and early tw entieth centuries. M y w ork here has also
been inspired by m id-tw entieth-century thinkers such as H annah A rendt,
Theodor A dorno, K arl Polanyi, Jean-Paul Sartre, and Stanley M ilgram , w ho
struggled to nam e the unprecedented in their tim e as they faced the
com prehension-defying phenom ena of totalitarianism  and labored to grasp their
trail of consequence for the prospects of hum anity. M y w ork has also been
deeply inform ed by the m any insights of visionary scholars, technology critics,



and com m itted investigative journalists w ho have done so m uch to illum inate
key points on the m ap that em erges here.

D uring the last seven years I have focused closely on the top surveillance
capitalist firm s and their grow ing ecosystem s of custom ers, consultants, and
com petitors, all of it inform ed by the larger context of technology and data
science that defines the Silicon Valley zeitgeist. This raises another im portant
distinction. Just as surveillance capitalism  is not the sam e as technology, this
new  logic of accum ulation cannot be reduced to any single com pany or group of
com panies. The top five internet com panies‍ A pple, G oogle, A m azon,
M icrosoft, and Facebook‍ are often regarded as a single entity w ith sim ilar
strategies and interests, but w hen it com es to surveillance capitalism , this is not
the case.

First, it is necessary to distinguish betw een capitalism  and surveillance
capitalism . A s I discuss in m ore detail in C hapter 3, that line is defined in part by
the purposes and m ethods of data collection. W hen a firm  collects behavioral
data w ith perm ission and solely as a m eans to product or service im provem ent, it
is com m itting capitalism  but not surveillance capitalism . Each of the top five
tech com panies practices capitalism , but they are not all pure surveillance
capitalists, at least not now .

For exam ple, A pple has so far draw n a line, pledging to abstain from  m any of
the practices that I locate in the surveillance capitalist regim e. Its behavior in this
regard is not perfect, the line is som etim es blurred, and A pple m ight w ell change
or contradict its orientation. A m azon once prided itself on its custom er
alignm ent and the virtuous circle betw een data collection and service
im provem ent. B oth firm s derive revenues from  physical and digital products and
therefore experience less financial pressure to chase surveillance revenues than
the pure data com panies. A s w e see in C hapter 9, how ever, A m azon appears to
be m igrating tow ard surveillance capitalism , w ith its new  em phasis on
―personalized‖ services and third-party revenues.

W hether or not a corporation has fully m igrated to surveillance capitalism
says nothing about other vital issues raised by its operations, from  m onopolistic
and anticom petitive practices in the case of A m azon to pricing, tax strategies,
and em ploym ent policies at A pple. N or are there any guarantees for the future.
Tim e w ill tell if A pple succum bs to surveillance capitalism , holds the line, or
perhaps even expands its am bitions to anchor an effective alternative trajectory
to a hum an future aligned w ith the ideals of individual autonom y and the deepest
values of a dem ocratic society.



O ne im portant im plication of these distinctions is that even w hen our
societies address capitalist harm s produced by the tech com panies, such as those
related to m onopoly or privacy, those actions do not ipso facto interrupt a firm ‒s
com m itm ent to and continued elaboration of surveillance capitalism . For
exam ple, calls to break up G oogle or Facebook on m onopoly grounds could
easily result in establishing m ultiple surveillance capitalist firm s, though at a
dim inished scale, and thus clear the w ay for m ore surveillance capitalist
com petitors. Sim ilarly, reducing G oogle and Facebook‒s duopoly in online
advertising does not reduce the reach of surveillance capitalism  if online
advertising m arket share is sim ply spread over five surveillance capitalist firm s
or fifty, instead of tw o. Throughout this book I focus on the unprecedented
aspects of surveillance capitalist operations that m ust be contested and
interrupted if this m arket form  is to be contained and vanquished.

M y focus in these pages tends tow ard G oogle, Facebook, and M icrosoft. The
aim  here is not a com prehensive critique of these com panies as such. Instead, I
view  them  as the petri dishes in w hich the D N A  of surveillance capitalism  is best
exam ined. A s I suggested earlier, m y goal is to m ap a new  logic and its
operations, not a com pany or its technologies. I m ove across the boundaries of
these and other com panies in order to com pile the insights that can flesh out the
m ap, just as earlier observers m oved across m any exam ples to grasp the once-
new  logics of m anagerial capitalism  and m ass production. It is also the case that
surveillance capitalism  w as invented in the U nited States: in Silicon Valley and
at G oogle. This m akes it an A m erican invention, w hich, like m ass production,
becam e a global reality. For this reason, m uch of this text focuses on
developm ents in the U S, although the consequences of these developm ents
belong to the w orld.

In studying the surveillance capitalist practices of G oogle, Facebook,
M icrosoft, and other corporations, I have paid close attention to interview s,
patents, earnings calls, speeches, conferences, videos, and com pany program s
and policies. In addition, betw een 2012 and 2015 I interview ed 52 data scientists
from  19 different com panies w ith a com bined 586 years of experience in high-
technology corporations and startups, prim arily in Silicon Valley. These
interview s w ere conducted as I developed m y ―ground truth‖ understanding of
surveillance capitalism  and its m aterial infrastructure. Early on I approached a
sm all num ber of highly respected data scientists, senior softw are developers, and
specialists in the ―internet of things.‖ M y interview  sam ple grew  as scientists
introduced m e to their colleagues. The interview s, som etim es over m any hours,



w ere conducted w ith the prom ise of confidentiality and anonym ity, but m y
gratitude tow ard them  is personal, and I publicly declare it here.

Finally, throughout this book you w ill read excerpts from  W . H . A uden‒s
Sonnets from  C hina, along w ith the entirety of Sonnet X V III. This cycle of
A uden‒s poem s is dear to m e, a poignant exploration of hum anity‒s m ythic
history, the perennial struggle against violence and dom ination, and the
transcendent pow er of the hum an spirit and its relentless claim  on the future.
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C H A PTER  TW O

A U G U ST 9, 2011: SETTIN G  TH E STA G E
FO R  SU RV EILLA N C E C A PITA LISM

The dangers and the punishm ents grew  greater,
And the w ay back by angels w as defended

Against the poet and the legislator.

‍ W . H . A U D EN
SO N N ETS FRO M  C H IN A, II

O n A ugust 9, 2011, three events separated by thousands of m iles captured the
bountiful prospects and gathering dangers of our em erging inform ation
civilization. First, Silicon Valley pioneer A pple prom ised a digital dream  of new
solutions to old econom ic and social problem s, and finally surpassed Exxon
M obil as the w orld‒s m ost highly capitalized corporation. Second, a fatal police
shooting in London sparked extensive rioting across the city, engulfing the
country in a w ave of violent protests. A  decade of explosive digital grow th had
failed to m itigate the punishing austerity of neoliberal econom ics and the
extrem e inequality that it produced. Too m any people had com e to feel excluded
from  the future, em bracing rage and violence as their only rem edies. Third,
Spanish citizens asserted their rights to a hum an future w hen they challenged
G oogle by dem anding ―the right to be forgotten.‖ This m ilestone alerted the
w orld to how  quickly the cherished dream s of a m ore just and dem ocratic digital
future w ere shading into nightm are, and it foreshadow ed a global political
contest over the fusion of digital capabilities and capitalist am bitions. W e relive
that A ugust day every day as in som e ancient fable, doom ed to retrace this



looping path until the soul of our inform ation civilization is finally shaped by
dem ocratic action, private pow er, ignorance, or drift.

I. The Apple H ack

A pple thundered onto the m usic scene in the m idst of a pitched battle betw een
dem and and supply. O n one side w ere young people w hose enthusiasm  for
N apster and other form s of m usic file sharing expressed a new  quality of
dem and: consum ption m y w ay, w hat I w ant, w hen I w ant it, w here I w ant it. O n
the other side w ere m usic-industry executives w ho chose to instill fear and to
crush that dem and by hunting dow n and prosecuting som e of N apster‒s m ost-
ardent users. A pple bridged the divide w ith a com m ercially and legally viable
solution that aligned the com pany w ith the changing needs of individuals w hile
w orking w ith industry incum bents. N apster hacked the m usic industry, but A pple
appeared to have hacked capitalism .

It is easy to forget just how  dram atic A pple‒s hack really w as. The com pany‒s
profits soared largely on the strength of its iPod/iTunes/iPhone sales. Bloom berg
Businessw eek described W all Street analysts as ―befuddled‖ by this m ysterious
A pple ―m iracle.‖ A s one gushed, ―W e can‒t even m odel out som e of the
possibilities.“  It‒s like a religion.‖1 Even today the figures are staggering: three
days after the launch of the W indow s-com patible iTunes platform  in O ctober
2003, listeners dow nloaded a m illion copies of the free iTunes softw are and paid
for a m illion songs, prom pting Steve Jobs to announce, ―In less than one w eek
w e‒ve broken every record and becom e the largest online m usic com pany in the
w orld.‖2 W ithin a m onth there w ere five m illion dow nloads, then ten m illion
three m onths later, then tw enty-five m illion three m onths after that. Four and a
half years later, in January 2007, that num ber rose to tw o billion, and six years
later, in 2013, it w as 25 billion. In 2008 A pple surpassed W alm art as the w orld‒s
largest m usic retailer. iPod sales w ere sim ilarly spectacular, exploding from  1
m illion units per m onth after the m usic store‒s launch to 100 m illion less than
four years later, w hen A pple subsum ed the iPod‒s functions in its revolutionary
iPhone, w hich drove another step-function of grow th. A  2017 study of stock
m arket returns concluded that A pple had generated m ore profit for investors than
any other U S com pany in the previous century.3

O ne hundred years before the iPod, m ass production provided the gatew ay to
a new  era w hen it revealed a parallel universe of econom ic value hidden in new



and still poorly understood m ass consum ers w ho w anted goods, but at a price
they could afford. H enry Ford reduced the price of an autom obile by 60 percent
w ith a revolutionary industrial logic that com bined high volum e and low  unit
cost. H e called it ―m ass production,‖ sum m arized in his fam ous m axim  ―You can
have any color car you w ant so long as it‒s black.‖

Later, G M ‒s A lfred Sloan expounded on that principle: ―B y the tim e w e have
a product to show  them  [consum ers], w e are necessarily com m itted to selling
that product because of the trem endous investm ent involved in bringing it to
m arket.‖4 The m usic industry‒s business m odel w as built on telling its
consum ers w hat they w ould buy, just like Ford and Sloan. Executives invested in
the production and distribution of C D s, and it w as the C D  that custom ers w ould
have to purchase.

H enry Ford w as am ong the first to strike gold by tapping into the new  m ass
consum ption w ith the M odel T. A s in the case of the iPod, Ford‒s M odel T
factory w as pressed to m eet the im m ediate explosion of dem and. M ass
production could be applied to anything, and it w as. It changed the fram ew ork of
production as it diffused throughout the econom y and around the w orld, and it
established the dom inance of a new  m ass-production capitalism  as the basis for
w ealth creation in the tw entieth century.

The iPod/iTunes innovations flipped this century-old industrial logic,
leveraging the new  capabilities of digital technologies to invert the consum ption
experience. A pple rew rote the relationship betw een listeners and their m usic
w ith a distinct com m ercial logic that, w hile fam iliar to us now , w as also
experienced as revolutionary w hen first introduced.

The A pple inversion depended on a few  key elem ents. D igitalization m ade it
possible to rescue valued assets‍ in this case, songs‍ from  the institutional
spaces in w hich they w ere trapped. The costly institutional procedures that Sloan
had described w ere elim inated in favor of a direct route to listeners. In the case
of the C D , for exam ple, A pple bypassed the physical production of the product
along w ith its packaging, inventory, storage, m arketing, transportation,
distribution, and physical retailing. The com bination of the iTunes platform  and
the iPod device m ade it possible for listeners to continuously reconfigure their
songs at w ill. N o tw o iPods w ere the sam e, and an iPod one w eek w as different
from  the sam e iPod another w eek, as listeners decided and re-decided the
dynam ic pattern. It w as an excruciating developm ent for the m usic industry and
its satellites‍ retailers, m arketers, etc.‍ but it w as exactly w hat the new  listeners
w anted.



H ow  should w e understand this success? A pple‒s ―m iracle‖ is typically
credited to its design and m arketing genius. C onsum ers‒ eagerness to have ―w hat
I w ant, w hen, w here, and how  I w ant it‖ is taken as evidence of the dem and for
―convenience‖ and som etim es even w ritten off as narcissism  or petulance. In m y
view , these explanations pale against the unprecedented m agnitude of A pple‒s
accom plishm ents. W e have contented ourselves for too long w ith superficial
explanations of A pple‒s unprecedented fusion of capitalism  and the digital rather
than digging deeper into the historical forces that sum m oned this new  form  to
life.

Just as Ford tapped into a new  m ass consum ption, A pple w as am ong the first
to experience explosive com m ercial success by tapping into a new  society of
individuals and their dem and for individualized consum ption. The inversion
im plied a larger story of a com m ercial reform ation in w hich the digital era
finally offered the tools to shift the focus of consum ption from  the m ass to the
individual, liberating and reconfiguring capitalism ‒s operations and assets. It
prom ised som ething utterly new , urgently necessary, and operationally
im possible outside the netw orked spaces of the digital. Its im plicit prom ise of an
advocacy-oriented alignm ent w ith our new  needs and values w as a confirm ation
of our inner sense of dignity and w orth, ratifying the feeling that w e m atter. In
offering consum ers respite from  an institutional w orld that w as indifferent to
their individual needs, it opened the door to the possibility of a new  rational
capitalism  able to reunite supply and dem and by connecting us to w hat w e really
w ant in exactly the w ays that w e choose.

A s I shall argue in the com ing chapters, the sam e historical conditions that
sent the iPod on its w ild ride sum m oned the em ancipatory prom ise of the
internet into our everyday lives as w e sought rem edies for inequality and
exclusion. O f m ost significance for our story, these sam e conditions w ould
provide im portant shelter for surveillance capitalism ‒s ability to root and
flourish. M ore precisely, the A pple m iracle and surveillance capitalism  each
ow es its success to the destructive collision of tw o opposing historical forces.
O ne vector belongs to the longer history of m odernization and the centuries-long
societal shift from  the m ass to the individual. The opposing vector belongs to the
decades-long elaboration and im plem entation of the neoliberal econom ic
paradigm : its political econom ics, its transform ation of society, and especially its
aim  to reverse, subdue, im pede, and even destroy the individual urge tow ard
psychological self-determ ination and m oral agency. The next sections briefly
sketch the basic contours of this collision, establishing term s of reference that w e



w ill return to throughout the com ing chapters as w e explore surveillance
capitalism ‒s rapid rise to dom inance.

II. The Tw o M odernities

C apitalism  evolves in response to the needs of people in a tim e and place. H enry
Ford w as clear on this point: ―M ass production begins in the perception of a
public need.‖5 A t a tim e w hen the D etroit autom obile m anufacturers w ere
preoccupied w ith luxury vehicles, Ford stood alone in his recognition of a nation
of new ly m odernizing individuals‍ farm ers, w age earners, and shopkeepers‍
w ho had little and w anted m uch, but at a price they could afford. Their
―dem and‖ issued from  the sam e conditions of existence that sum m oned Ford and
his m en as they discovered the transform ational pow er of a new  logic of
standardized, high-volum e, low -unit-cost production. Ford‒s fam ous ―five-dollar
day‖ w as em blem atic of a system ic logic of reciprocity. In paying assem bly-line
w orkers higher w ages than anyone had yet im agined, he recognized that the
w hole enterprise of m ass production rested upon a thriving population of m ass
consum ers.

A lthough the m arket form  and its bosses had m any failings and produced
m any violent facts, its populations of new ly m odernizing individuals w ere
valued as the necessary sources of custom ers and em ployees. It depended upon
its com m unities in w ays that w ould eventually lead to a range of institutionalized
reciprocities. O n the outside the dram a of access to affordable goods and
services w as bound by dem ocratic m easures and m ethods of oversight that
asserted and protected the rights and safety of w orkers and consum ers. O n the
inside w ere durable em ploym ent system s, career ladders, and steady increases in
w ages and benefits.6 Indeed, considered from  the vantage point of the last forty
years, during w hich this m arket form  w as system atically deconstructed, its
reciprocity w ith the social order, how ever vexed and im perfect, appears to have
been one of its m ost-salient features.

The im plication is that new  m arket form s are m ost productive w hen they are
shaped by an allegiance to the actual dem ands and m entalities of people. The
great sociologist Em ile D urkheim  m ade this point at the daw n of the tw entieth
century, and his insight w ill be a touchstone for us throughout this book.
O bserving the dram atic upheavals of industrialization in his tim e‍ factories,
specialization, the com plex division of labor‍ D urkheim  understood that



although econom ists could describe these developm ents, they could not grasp
their cause. H e argued that these sw eeping changes w ere ―caused‖ by the
changing needs of people and that econom ists w ere (and rem ain) system atically
blind to these social facts:

The division of labor appears to us otherw ise than it does to econom ists. For them , it essentially
consists in greater production. For us, this greater productivity is only a necessary consequence, a
repercussion of the phenom enon. If w e specialize, it is not to produce m ore, but it is to enable us to

live in the new  conditions of existence that have been m ade for us.7

The sociologist identified the perennial hum an quest to live effectively in our
―conditions of existence‖ as the invisible causal pow er that sum m ons the
division of labor, technologies, w ork organization, capitalism , and ultim ately
civilization itself. Each is forged in the sam e crucible of hum an need that is
produced by w hat D urkheim  called the alw ays intensifying ―violence of the
struggle‖ for effective life: ―If w ork becom es m ore divided,‖ it is because the
―struggle for existence is m ore acute.‖8 The rationality of capitalism  reflects this
alignm ent, how ever im perfect, w ith the needs that people experience as they try
to live their lives effectively, struggling w ith the conditions of existence that they
encounter in their tim e and place.

W hen w e look through this lens, w e can see that those eager custom ers for
Ford‒s incredible M odel T and the new  consum ers of iPods and iPhones are
expressions of the conditions of existence that characterized their era. In fact,
each is the fruit of distinct phases of a centuries-long process know n as
―individualization‖ that is the hum an signature of the m odern era. Ford‒s m ass
consum ers w ere m em bers of w hat has been called the ―first m odernity,‖9 but the
new  conditions of the ―second m odernity‖ produced a new  kind of individual for
w hom  the A pple inversion, and the m any digital innovations that follow ed,
w ould becom e essential. This second m odernity sum m oned the likes of G oogle
and Facebook into our lives, and, in an unexpected tw ist, helped to enable the
surveillance capitalism  that w ould follow .

W hat are these m odernities and how  do they m atter to our story? The advent
of the individual as the locus of m oral agency and choice initially occurred in the
W est, w here the conditions for this em ergence first took hold. First let‒s establish
that the concept of ―individualization‖ should not be confused w ith the
neoliberal ideology of ―individualism ‖ that shifts all responsibility for success or
failure to a m ythical, atom ized, isolated individual, doom ed to a life of perpetual



com petition and disconnected from  relationships, com m unity, and society.
N either does it refer to the psychological process of ―individuation‖ that is
associated w ith the lifelong exploration of self-developm ent. Instead,
individualization is a consequence of long-term  processes of m odernization.10

U ntil the last few  m inutes of hum an history, each life w as foretold in blood
and geography, sex and kin, rank and religion. I am  m y m other‒s daughter. I am
m y father‒s son. The sense of the hum an being as an individual em erged
gradually over centuries, claw ed from  this ancient vise. A round tw o hundred
years ago, w e em barked upon the first m odern road w here life w as no longer
handed dow n one generation to the next according to the traditions of village and
clan. This ―first m odernity‖ m arks the tim e w hen life becam e ―individualized‖
for great num bers of people as they separated from  traditional norm s, m eanings,
and rules.11 That m eant each life becam e an open-ended reality to be discovered
rather than a certainty to be enacted. Even w here the traditional w orld rem ains
intact for m any people today, it can no longer be experienced as the only
possible story.

I often think about the courage of m y great-grandparents. W hat m ixture of
sadness, terror, and exhilaration did they feel w hen in 1908, determ ined to
escape the torm ents of the C ossacks in their tiny village outside of K iev, they
packed their five children, including m y four-year-old grandfather M ax, and all
their belongings into a w agon and pointed the horses tow ard a steam er bound for
A m erica? Like m illions of other pioneers of this first m odernity, they escaped a
still-feudal w orld and found them selves im provising a profoundly new  kind of
life. M ax w ould later m arry Sophie and build a fam ily far from  the rhythm s of
the villages that birthed them . The Spanish poet A ntonio M achado captured the
exhilaration and daring of these first-m odernity individuals in his fam ous song:
―Traveler, there is no road; the road is m ade as you go.‖ This is w hat ―search‖
has m eant: a journey of exploration and self-creation, not an instant sw ipe to
already com posed answ ers.

Still, the new  industrial society retained m any of the hierarchical m otifs of
the older feudal w orld in its patterns of affiliation based on class, race,
occupation, religion, ethnicity, sex, and the leviathans of m ass society: its
corporations, w orkplaces, unions, churches, political parties, civic groups, and
school system s. This new  w orld order of the m ass and its bureaucratic logic of
concentration, centralization, standardization, and adm inistration still provided
solid anchors, guidelines, and goals for each life.

C om pared to their parents and all the generations before, Sophie and M ax



had to m ake things up on their ow n, but not everything. Sophie knew  she w ould
raise the fam ily. M ax knew  he w ould earn their living. You adapted to w hat the
w orld had on offer, and you follow ed the rules. N or did anyone ask your opinion
or listen if you spoke. You w ere expected to do w hat you w ere supposed to do,
and little by little you m ade your w ay. You raised a nice fam ily, and eventually
you‒d have a house, car, w ashing m achine, and refrigerator. M ass production
pioneers like H enry Ford and A lfred Sloan had found a w ay to get you these
things at a price you could afford.

If there w as anxiety, it reflected the necessity of living up to the requirem ents
of one‒s roles. O ne w as expected to suppress any sense of self that spilled over
the edges of the given social role, even at considerable psychic cost.
Socialization and adaptation w ere the m aterials of a psychology and sociology
that regarded the nuclear fam ily as the ―factory‖ for the ―production of
personalities‖ ready-m ade for conform ity to the social norm s of m ass society.12
Those ―factories‖ also produced a great deal of pain: the fem inine m ystique,
closeted hom osexuals, church-going atheists, and back-alley abortions.
Eventually, though, they even produced people like you and m e.

W hen I set out on the open road, there w ere few  answ ers, nothing to em ulate,
no com pass to follow  except for the values and dream s that I carried inside m e. I
w as not alone; the road w as filled w ith so m any others on the sam e kind of
journey. The first m odernity birthed us, but w e brought a new  m entality to life: a
―second m odernity.‖13 W hat began as a m odern m igration from  traditional
lifew ays bloom ed into a new  society of people born to a sense of psychological
individuality, w ith its double-edged birthright of liberation and necessity. W e
experience both the right and the requirem ent to choose our ow n lives. N o longer
content to be anonym ous m em bers of the m ass, w e feel our entitlem ent to self-
determ ination, an obvious truth to us that w ould have been an im possible act of
hubris for Sophie and M ax. This m entality is an extraordinary achievem ent of
the hum an spirit, even as it can be a life sentence to uncertainty, anxiety, and
stress.

Since the second half of the tw entieth century, the individualization story has
taken this new  turn tow ard a ―second m odernity.‖ Industrialization m odernity
and the practices of m ass production capitalism  at its core produced m ore w ealth
than had ever been im agined possible. W here dem ocratic politics, distributional
policies, access to education and health care, and strong civil society institutions
com plem ented that w ealth, a new  ―society of individuals‖ first began to em erge.
H undreds of m illions of people gained access to experiences that had once been



the preserve of a tiny elite: university education, travel, im proved life
expectancy, disposable incom e, rising standards of living, broad access to
consum er goods, varied com m unication and inform ation flow s, and specialized,
intellectually dem anding w ork.

The hierarchical social com pact and m ass society of the first m odernity
prom ised predictable rew ards, but their very success w as the knife that cut us
loose and sent us tum bling onto the shores of the second m odernity, propelling
us tow ard m ore-intricate and richly patterned lives. Education and know ledge
w ork increased m astery of language and thought, the tools w ith w hich w e create
personal m eaning and form  our ow n opinions. C om m unication, inform ation,
consum ption, and travel stim ulated individual self-consciousness and
im aginative capabilities, inform ing perspectives, values, and attitudes in w ays
that could no longer be contained by predefined roles or group identity.
Im proved health and longer life spans provided the tim e for a self-life to deepen
and m ature, fortifying the legitim acy of personal identity over and against a
priori social norm s.

Even w hen w e revert to traditional roles, these are choices now  rather than
absolute truths im posed at birth. A s the great clinician of identity, Erik Erikson,
once described it, ―The patient of today suffers m ost under the problem  of w hat
he should believe and w ho he should‍ or“  m ight‍ be or becom e; w hile the
patient of early psychoanalysis suffered m ost under inhibitions w hich prevented
him  from  being w hat and w ho he thought he knew  he w as.‖14 This new
m entality has been m ost pronounced in w ealthier countries, but research show s
significant pluralities of second-m odernity individuals in nearly every region of
the w orld.15

The first m odernity suppressed the grow th and expression of self in favor of
collective solutions, but by the second m odernity, the self is all w e have. The
new  sense of psychological sovereignty broke upon the w orld long before the
internet appeared to am plify its claim s. W e learn through trial and error how  to
stitch together our lives. N othing is given. Everything m ust be review ed,
renegotiated, and reconstructed on the term s that m ake sense to us: fam ily,
religion, sex, gender, m orality, m arriage, com m unity, love, nature, social
connections, political participation, career, food“

Indeed, it w as this new  m entality and its dem ands that sum m oned the internet
and the burgeoning inform ation apparatus into our everyday lives. The burdens
of life w ithout a fixed destiny turned us tow ard the em pow ering inform ation-rich
resources of the new  digital m ilieu as it offered new  w ays to am plify our voices



and forge our ow n chosen patterns of connection. So profound is this
phenom enon that one can say w ithout exaggeration that the individual as the
author of his or her ow n life is the protagonist of our age, w hether w e experience
this fact as em ancipation or affliction.16

W estern m odernity had form ed around a canon of principles and law s that
confer inviolable individual rights and acknow ledge the sanctity of each
individual life.17 H ow ever, it w as not until the second m odernity that felt
experience began to catch up w ith form al law . This felt truth has been expressed
in new  dem ands to m ake actual in everyday life w hat is already established in
law .18

In spite of its liberating potential, the second m odernity w as slated to becom e
a hard place to live, and our conditions of existence today reflect this trouble.
Som e of the challenges of the second m odernity arise from  the inevitable costs
associated w ith the creation and sustenance of one‒s ow n life, but second-
m odernity instability is also the result of institutionalized shifts in econom ic and
social policies and practices associated w ith the neoliberal paradigm  and its rise
to dom inance. This far-reaching paradigm  has been aim ed at containing,
rechanneling, and reversing the secular w ave of second-m odernity claim s to self-
determ ination and the habitats in w hich those claim s can thrive. W e live in this
collision betw een a centuries-old story of m odernization and a decades-old story
of econom ic violence that thw arts our pursuit of effective life.

There is a rich and com pelling literature that docum ents this turning point in
econom ic history, and m y aim  here is sim ply to call attention to som e of the
them es in this larger narrative that are vital to our understanding of the collision:
the condition of existence that sum m oned both the A pple ―m iracle‖ and
surveillance capitalism ‒s subsequent gestation and grow th.19

III. The N eoliberal H abitat

The m id-1970s saw  the postw ar econom ic order under siege from  stagnation,
inflation, and sharply reduced grow th, m ost m arkedly in the U S and the U K .
There w ere also new  pressures on the political order as second-m odernity
individuals‍ especially students, young w orkers, A frican A m ericans, w om en,
Latinos, and other m arginalized groups‍ m obilized around dem ands for equal
rights, voice, and participation. In the U S the V ietnam  W ar w as a focal point of
social unrest, and the corruption exposed by the W atergate scandal triggered



public insistence on political reform . In the U K  inflation had strained industrial
relations beyond the breaking point. In both countries the specter of apparently
intractable econom ic decay com bined w ith vocal new  dem ands on the
dem ocratic social com pact produced confusion, anxiety, and desperation am ong
elected officials ill-equipped to judge w hy once-reliable K eynesian policies had
failed to reverse the course.

N eoliberal econom ists had been w aiting in the w ings for this opportunity, and
their ideas flow ed into the ―policy vacuum ‖ that now  bedeviled both
governm ents.20 Led by the A ustrian econom ist Friedrich H ayek, fresh from  his
1974 N obel Prize, and his A m erican counterpart M ilton Friedm an, w ho received
the N obel tw o years later, they had honed their radical free-m arket econom ic
theory, political ideology, and pragm atic agenda throughout the postw ar period
at the fringe of their profession, under the shadow  of K eynesian dom ination, and
now  their tim e had com e.21

The free-m arket creed originated in Europe as a sw eeping defense against the
threat of totalitarian and com m unist collectivist ideologies. It aim ed to revive
acceptance of a self-regulating m arket as a natural force of such com plexity and
perfection that it dem anded radical freedom  from  all form s of state oversight.
H ayek explained the necessity of absolute individual and collective subm ission
to the exacting disciplines of the m arket as an unknow able ―extended order‖ that
supersedes the legitim ate political authority vested in the state: ―M odern
econom ics explains how  such an extended order“  constitutes an inform ation-
gathering process“  that no central planning agency, let alone any individual,
could know  as a w hole, possess, or control.“ ‖22 H ayek and his ideological
brethren insisted on a capitalism  stripped dow n to its raw  core, unim peded by
any other force and im pervious to any external authority. Inequality of w ealth
and rights w as accepted and even celebrated as a necessary feature of a
successful m arket system  and as a force for progress.23 H ayek‒s ideology
provided the intellectual superstructure and legitim ation for a new  theory of the
firm  that becam e another crucial antecedent to the surveillance capitalist
corporation: its structure, m oral content, and relationship to society.

The new  conception w as operationalized by econom ists M ichael Jensen and
W illiam  M eckling. Leaning heavily on H ayek‒s w ork, the tw o scholars took an
ax to the pro-social principles of the tw entieth-century corporation, an ax that
becam e know n as the ―shareholder value m ovem ent.‖ In 1976 Jensen and
M eckling published a landm ark article in w hich they reinterpreted the m anager
as a sort of parasite feeding off the host of ow nership: unavoidable, perhaps, but



nonetheless an obstacle to shareholder w ealth. They boldly argued that structural
disconnect betw een ow ners and m anagers ―can result in the value of the firm
being substantially low er than it otherw ise could be.‖24 If m anagers
suboptim ized the value of the firm  to its ow ners in favor of their ow n
preferences and com fort, it w as only rational for them  to do so. The solution,
these econom ists argued, w as to assert the m arket‒s signal of value, the share
price, as the basis for a new  incentive structure intended to finally and decisively
align m anagerial behavior w ith ow ners‒ interests. M anagers w ho failed to bend
to the ineffable signals of H ayek‒s ―extended order‖ w ould quickly becom e prey
to the ―barbarians at the gate‖ in a new  and vicious hunt for unrealized m arket
value.

In the ―crisis of dem ocracy‖ zeitgeist, the neoliberal vision and its reversion
to m arket m etrics w as deeply attractive to politicians and policy m akers, both as
the m eans to evade political ow nership of tough econom ic choices and because it
prom ised to im pose a new  kind of order w here disorder w as feared.25 The
absolute authority of m arket forces w ould be enshrined as the ultim ate source of
im perative control, displacing dem ocratic contest and deliberation w ith an
ideology of atom ized individuals sentenced to perpetual com petition for scarce
resources. The disciplines of com petitive m arkets prom ised to quiet unruly
individuals and even transform  them  back into subjects too preoccupied w ith
survival to com plain.

A s the old collectivist enem ies had receded, new  ones took their place: state
regulation and oversight, social legislation and w elfare policies, labor unions and
the institutions of collective bargaining, and the principles of dem ocratic politics.
Indeed, all these w ere to be replaced by the m arket‒s version of truth, and
com petition w ould be the solution to grow th. The new  aim s w ould be achieved
through supply-side reform s, including deregulation, privatization, and low er
taxes.

Thirty-five years before H ayek and Friedm an‒s ascendance, the great
historian K arl Polanyi w rote eloquently on the rise of the m arket econom y.
Polanyi‒s studies led him  to conclude that the operations of a self-regulating
m arket are profoundly destructive w hen allow ed to run free of countervailing
law s and policies. H e described the double m ovem ent: ―a netw ork of m easures
and policies“  integrated into pow erful institutions designed to check the action
of the m arket relative to labor, land, and m oney.‖26

The double m ovem ent, Polanyi argued, supports the m arket form  w hile
tethering it to society: balancing, m oderating, and m itigating its destructive



excesses. Polanyi observed that such counterm easures em erged spontaneously in
every European society during the second half of the nineteenth century. Each
constructed legislative, regulatory, and institutional solutions to oversee
contested new  arenas such as w orkers‒ com pensation, factory inspection,
m unicipal trading, public utilities, food safety, child labor, and public safety.

In the U S the double m ovem ent w as achieved through decades of social
contest that harnessed industrial production, how ever im perfectly, to society‒s
needs. It appeared in the trust busting, civil society, and legislative reform s of the
Progressive Era. Later it w as elaborated in the legislative, juridical, social, and
tax initiatives of the N ew  D eal and the institutionalization of K eynesian
econom ics during the post‌W orld W ar II era: labor m arket, tax, and social
w elfare policies that ultim ately increased econom ic and social equality.27 The
double m ovem ent w as further developed in the legislative initiatives of the G reat
Society, especially civil rights law  and landm ark environm ental legislation.
M any scholars credit such counterm easures w ith the success of m arket
dem ocracy in the U S and Europe, a political econom ics that proved far m ore
adaptive in its ability to produce reciprocities of dem and and supply than either
leftist theorists or even Polanyi had im agined, and by m id-century the large
corporation appeared to be a deeply rooted and durable m odern social
institution.28

The double m ovem ent w as scheduled for dem olition under the neoliberal
flag, and im plem entation began im m ediately. In 1976, the sam e year that Jensen
and M eckling published their pathbreaking analysis, President Jim m y C arter
initiated the first significant efforts to radically align the corporation w ith W all
Street‒s m arket m etrics, targeting the airline, transportation, and financial sectors
w ith a bold program  of deregulation. W hat began as a ―ripple‖ turned into ―a
tidal w ave that w ashed aw ay controls from  large segm ents of the econom y in the
last tw o decades of the tw entieth century.‖29 The im plem entation that began w ith
C arter w ould define the R eagan and Thatcher eras, virtually every subsequent
U S presidency, and m uch of the rest of the w orld, as the new  fiscal and social
policies spread to Europe and other regions in varying degrees.30

Thus began the disaggregation and dim inishm ent of the U S public firm .31
The public corporation as a social institution w as reinterpreted as a costly error,
and its long-standing reciprocities w ith custom ers and em ployees w ere recast as
destructive violations of m arket efficiency. Financial carrots and sticks
persuaded executives to dism em ber and shrink their com panies, and the logic of
capitalism  shifted from  the profitable production of goods and services to



increasingly exotic form s of financial speculation. The disciplines im posed by
the new  m arket operations stripped capitalism  dow n to its raw  core, and by 1989
Jensen confidently proclaim ed the ―eclipse of the public corporation.‖32

B y the turn of the century, as the foundational m echanism s of surveillance
capitalism  w ere just beginning to take shape, ―shareholder value m axim ization‖
w as w idely accepted as the ―objective function‖ of the firm .33 These principles,
culled from  a once-extrem ist philosophy, w ere canonized as standard practice
across com m ercial, financial, and legal dom ains.34 B y 2000, U S public
corporations em ployed few er than half as m any A m ericans as they did in 1970.35
In 2009 there w ere only half as m any public firm s as in 1997. The public
corporation had becom e ―unnecessary for production, unsuited for stable
em ploym ent and the provision of social w elfare services, and incapable of
proving a reliable long-term  return on investm ent.‖36 In this process the cult of
the ―entrepreneur‖ w ould rise to near-m ythic prom inence as the perfect union of
ow nership and m anagem ent, replacing the rich existential possibilities of the
second m odernity w ith a single glorified tem plate of audacity, com petitive
cunning, dom inance, and w ealth.

IV. The Instability of the Second M odernity

O n A ugust 9, 2011, around the sam e tim e that cheers erupted in A pple‒s
conference room , 16,000 police officers flooded the streets of London,
determ ined to quell ―the m ost w idespread and prolonged breakdow n of order in
London‒s history since the G ordon riot of 1780.‖37 The rioting had begun four
nights earlier w hen a peaceful vigil triggered by the police shooting of a young
m an suddenly turned violent. In the days that follow ed, the num ber of rioters
sw elled as looting and arson spread to tw enty-tw o of London‒s thirty-tw o
boroughs and other m ajor cities across B ritain.38 O ver four days of street action,
thousands of people caused property dam age of over $50 m illion, and 3,000
people w ere arrested.

Even as A pple‒s ascension appeared to ratify the claim s of second-m odernity
individuals, the streets of London told the grim  legacy of a three-decade
experim ent in econom ic grow th through exclusion. O ne w eek after the rioting,
an article by sociologist Saskia Sassen in the D aily Beast observed that ―if
there‒s one underlying condition, it has to do w ith the unem ploym ent and bitter
poverty am ong people w ho desire to be part of the m iddle class and w ho are



keenly aw are of the sharp inequality betw een them selves and their country‒s
w ealthy elite. These are in m any w ays social revolutions w ith a sm all ‐r,‒
protests against social conditions that have becom e unbearable.‖39

W hat w ere the social conditions that had becom e so unbearable? M any
analysts agreed that the tragedy of B ritain‒s riots w as set into m otion by
neoliberalism ‒s successful transform ation of society: a program  that w as m ost
com prehensively executed in the U K  and the U S. Indeed, research from  the
London School of Econom ics based on interview s w ith 270 people w ho had
participated in the rioting reported on the predom inant them e of inequality: ―no
job, no m oney.‖40 The term s of reference in nearly every study sound the sam e
drum beat: lack of opportunity, lack of access to education, m arginalization,
deprivation, grievance, hopelessness.41 A nd although the London riots differed
substantially from  other protests that preceded and follow ed, m ost notably the
Indignados m ovem ent that began w ith a large-scale public m obilization in
M adrid in M ay 2011 and the O ccupy m ovem ent that w ould em erge on
Septem ber 17 in W all Street‒s Zuccotti Park, they shared a point of origin in the
them es of econom ic inequality and exclusion.42

The U S, the U K , and m ost of Europe entered the second decade of the
tw enty-first century facing econom ic and social inequalities m ore extrem e than
anything since the G ilded A ge and com parable to som e of the w orld‒s poorest
countries.43 D espite a decade of explosive digital grow th that included the A pple
m iracle and the penetration of the internet into everyday life, dangerous social
divisions suggested an even m ore stratified and antidem ocratic future. ―In the
age of new  consensus financial policy stabilization,‖ one U S econom ist w rote,
―the econom y has w itnessed the largest transfer of incom e to the top in
history.‖44 A  sobering 2016 report from  the International M onetary Fund w arned
of instability, concluding that the global trends tow ard neoliberalism  ―have not
delivered as expected.‖ Instead, inequality had significantly dim inished ―the
level and the durability of grow th‖ w hile increasing volatility and creating
perm anent vulnerability to econom ic crisis.45

The quest for effective life had been driven to the breaking point under the
aegis of m arket freedom . Tw o years after the N orth London riots, research in the
U K  show ed that by 2013, poverty fueled by lack of education and
unem ploym ent already excluded nearly a third of the population from  routine
social participation.46 A nother U K  report concluded, ―W orkers on low  and
m iddle incom es are experiencing the biggest decline in their living standards
since reliable records began in the m id-19th C entury.‖47 B y 2015, austerity



m easures had elim inated 19 percent, or 18 billion pounds, from  the budgets of
local authorities, had forced an 8 percent cut in child protection spending, and
had caused 150,000 pensioners to no longer enjoy access to vital services.48 B uy
2014 nearly half of the U S population lived in functional poverty, w ith the
highest w age in the bottom  half of earners at about $34,000.49 A  2012 U S
D epartm ent of A griculture survey show ed that close to 49 m illion people lived
in ―food-insecure‖ households.50

In C apital in the Tw enty-First C entury, the French econom ist Thom as Piketty
integrated years of incom e data to derive a general law  of accum ulation: the rate
of return on capital tends to exceed the rate of econom ic grow th. This tendency,
sum m arized as r >  g, is a dynam ic that produces ever-m ore-extrem e incom e
divergence and w ith it a range of antidem ocratic social consequences long
predicted as harbingers of an eventual crisis of capitalism . In this context,
Piketty cites the w ays in w hich financial elites use their outsized earnings to
fund a cycle of political capture that protects their interests from  political
challenge.51 Indeed, a 2015 N ew  York Tim es report concluded that 158 U S
fam ilies and their corporations provided alm ost half ($176 m illion) of all the
m oney that w as raised by both political parties in support of presidential
candidates in 2016, prim arily in support of ―R epublican candidates w ho have
pledged to pare regulations, cut taxes“  and shrink entitlem ents.‖52 H istorians,
investigative journalists, econom ists, and political scientists have analyzed the
intricate facts of a turn tow ard oligarchy, shining a light on the system atic
cam paigns of public influence and political capture that helped drive and
preserve an extrem e free-m arket agenda at the expense of dem ocracy.53

A  prçcis of Piketty‒s extensive research m ay be stated sim ply: capitalism
should not be eaten raw. C apitalism , like sausage, is m eant to be cooked by a
dem ocratic society and its institutions because raw  capitalism  is antisocial. A s
Piketty w arns, ―A  m arket econom y“  if left to itself“  contains pow erful forces
of divergence, w hich are potentially threatening to dem ocratic societies and to
the values of social justice on w hich they are based.‖54 M any scholars have
taken to describing these new  conditions as neofeudalism , m arked by the
consolidation of elite w ealth and pow er far beyond the control of ordinary
people and the m echanism s of dem ocratic consent.55 Piketty calls it a return to
―patrim onial capitalism ,‖ a reversion to a prem odern society in w hich one‒s life
chances depend upon inherited w ealth rather than m eritocratic achievem ent.56

W e now  have the tools to grasp the collision in all of its destructive
com plexity: w hat is unbearable is that econom ic and social inequalities have



reverted to the preindustrial ―feudal‖ pattern but that w e, the people, have not.
W e are not illiterate peasants, serfs, or slaves. W hether ―m iddle class‖ or
―m arginalized,‖ w e share the collective historical condition of individualized
persons w ith com plex social experiences and opinions. W e are hundreds of
m illions or even billions of second-m odernity people w hom  history has freed
both from  the once-im m utable facts of a destiny told at birth and from  the
conditions of m ass society. W e know  ourselves to be w orthy of dignity and the
opportunity to live an effective life. This is existential toothpaste that, once
liberated, cannot be squeezed back into the tube. Like a detonation‒s rippling
sound w aves of destruction, the reverberations of pain and anger that have com e
to define our era arise from  this poisonous collision betw een inequality‒s facts
and inequality‒s feelings.57

B ack in 2011, those 270 interview s of London participants in the riots also
reflected the scars of this collision. ―They expressed it in different w ays,‖ the
report concludes, ―but at heart w hat the rioters talked about w as a pervasive
sense of injustice. For som e, this w as econom ic‍ the lack of a job, m oney, or
opportunity. For others it w as m ore broadly social, not just the absence of
m aterial things, but how  they felt they w ere treated com pared w ith others.“ ‖
The ―sense of being invisible‖ w as ―w idespread.‖ A s one w om an explained,
―The young these days need to be heard. It‒s got to be justice for them .‖ A nd a
young m an reflected, ―W hen no one cares about you you‒re gonna eventually
m ake them  care, you‒re gonna cause a disturbance.‖58 O ther analyses cite ―the
denial of dignity‖ expressed in the w ordless anger of the N orth London
ram page.59

W hen the O ccupy m ovem ent erupted on another continent far from  London‒s
beleaguered neighborhoods, it appeared to have little in com m on w ith the violent
eruptions that A ugust. The 99 percent that O ccupy intended to represent is not
m arginalized; on the contrary, the very legitim acy of O ccupy w as its claim  to
superm ajority status. N evertheless, O ccupy revealed a sim ilar conflict betw een
inequality‒s facts and inequality‒s feelings, expressed in a creatively
individualized political culture that insisted on ―direct dem ocracy‖ and
―horizontal leadership.‖60 Som e analysts concluded that it w as this conflict that
ultim ately crippled the m ovem ent, w ith its ―inner core‖ of leaders unw illing to
com prom ise their highly individualized approach in favor of the strategies and
tactics required for a durable m ass m ovem ent.61 H ow ever, one thing is certain:
there w ere no serfs in Zuccotti Park. O n the contrary, as one close observer of
the m ovem ent rum inated, ―W hat is different is that from  the start very large



sections of w e, the people, proved to be w iser than our rulers. W e saw  further
and proved to have better judgm ent, thus reversing the traditional legitim acy of
our elite governance that those in charge know  better than the unw ashed.‖62

This is the existential contradiction of the second m odernity that defines our
conditions of existence: w e w ant to exercise control over our ow n lives, but
everyw here that control is thw arted. Individualization has sent each one of us on
the prow l for the resources w e need to ensure effective life, but at each turn w e
are forced to do battle w ith an econom ics and politics from  w hose vantage point
w e are but ciphers. W e live in the know ledge that our lives have unique value,
but w e are treated as invisible. A s the rew ards of late-stage financial capitalism
slip beyond our grasp, w e are left to contem plate the future in a bew ilderm ent
that erupts into violence w ith increasing frequency. O ur expectations of
psychological self-determ ination are the grounds upon w hich our dream s unfold,
so the losses w e experience in the slow  burn of rising inequality, exclusion,
pervasive com petition, and degrading stratification are not only econom ic. They
slice us to the quick in dism ay and bitterness because w e know  ourselves to be
w orthy of individual dignity and the right to a life on our ow n term s.

The deepest contradiction of our tim e, the social philosopher Zygm unt
B aum an w rote, is ―the yaw ning gap betw een the right of self-assertion and the
capacity to control the social settings w hich render such self-assertion feasible. It
is from  that abysm al gap that the m ost poisonous effluvia contam inating the
lives of contem porary individuals em anate.‖ A ny new  chapter in the centuries-
old story of hum an em ancipation, he insisted, m ust begin here. C an the
instability of the second m odernity give w ay to a new  synthesis: a third
m odernity that transcends the collision, offering a genuine path to a flourishing
and effective life for the m any, not just the few ? W hat role w ill inform ation
capitalism  play?

V. A Third M odernity

A pple once launched itself into that ―abysm al gap,‖ and for a tim e it seem ed that
the com pany‒s fusion of capitalism  and the digital m ight set a new  course tow ard
a third m odernity. The prom ise of an advocacy-oriented digital capitalism  during
the first decade of our century galvanized second-m odernity populations around
the w orld. N ew  com panies such as G oogle and Facebook appeared to bring the
prom ise of the inversion to life in new  dom ains of critical im portance, rescuing



inform ation and people from  the old institutional confines, enabling us to find
w hat and w hom  w e w anted, w hen and how  w e w anted to search or connect.

The A pple inversion im plied trustw orthy relationships of advocacy and
reciprocity em bedded in an alignm ent of com m ercial operations w ith consum ers‒
genuine interests. It held out the prom ise of a new  digital m arket form  that m ight
transcend the collision: an early intim ation of a third-m odernity capitalism
sum m oned by the self-determ ining aspirations of individuals and indigenous to
the digital m ilieu. The opportunity for ―m y life, m y w ay, at a price I can afford‖
w as the hum an prom ise that quickly lodged at the very heart of the com m ercial
digital project, from  iPhones to one-click ordering to m assive open online
courses to on-dem and services to hundreds of thousands of w eb-based
enterprises, apps, and devices.

There w ere m issteps, shortfalls, and vulnerabilities, to be sure. The potential
significance of A pple‒s tacit new  logic w as never fully grasped, even by the
com pany itself. Instead, the corporation produced a steady stream  of
contradictions that signaled business as usual. A pple w as criticized for extractive
pricing policies, offshoring jobs, exploiting its retail staff, abrogating
responsibility for factory conditions, colluding to depress w ages via illicit
noncom pete agreem ents in em ployee recruitm ent, institutionalized tax evasion,
and a lack of environm ental stew ardship‍ just to nam e a few  of the violations
that seem ed to negate the im plicit social contract of its ow n unique logic.

W hen it com es to genuine econom ic m utation, there is alw ays a tension
betw een the new  features of the form  and its m other ship. A  com bination of old
and new  is reconfigured in an unprecedented pattern. O ccasionally, the elem ents
of a m utation find the right environm ent in w hich to be ―selected‖ for
propagation. This is w hen the new  form  stands a chance of becom ing fully
institutionalized and establishes its unique m igratory path tow ard the future. B ut
it‒s even m ore likely that potential m utations m eet their fate in ―transition
failure,‖ draw n back by the gravitational pull of established practices.63

W as the A pple inversion a pow erful new  econom ic m utation running the
gauntlet of trial and error on its w ay to fulfilling the needs of a new  age, or w as
it a case of transition failure? In our enthusiasm  and grow ing dependency on
technology, w e tended to forget that the sam e forces of capital from  w hich w e
had fled in the ―real‖ w orld w ere rapidly claim ing ow nership of the w ider digital
sphere. This left us vulnerable and caught unaw ares w hen the early prom ise of
inform ation capitalism  took a darker turn. W e celebrated the prom ise of ―help is
on the w ay‖ w hile troubling questions broke through the haze w ith increasing



regularity, each one follow ed by a predictable eruption of dism ay and anger.
W hy did G oogle‒s G m ail, launched in 2004, scan private correspondence to

generate advertising? A s soon as the first G m ail user saw  the first ad targeted to
the content of her private correspondence, public reaction w as sw ift. M any w ere
repelled and outraged; others w ere confused. A s G oogle chronicler Steven Levy
put it, ―B y serving ads related to content, G oogle seem ed alm ost to be reveling
in the fact that users‒ privacy w as at the m ercy of the policies and
trustw orthiness of the com pany that ow ned the servers. A nd since those ads
m ade profits, G oogle w as m aking it clear that it w ould exploit the situation.‖64

In 2007 Facebook launched B eacon, touting it as ―a new  w ay to socially
distribute inform ation.‖ B eacon enabled Facebook advertisers to track users
across the internet, disclosing users‒ purchases to their personal netw orks
w ithout perm ission. M ost people w ere outraged by the com pany‒s audacity, both
in tracking them  online and in usurping their ability to control the disclosure of
their ow n facts. Facebook founder M ark Zuckerberg shut the program  dow n
under duress, but by 2010 he declared that privacy w as no longer a social norm
and then congratulated him self for relaxing the com pany‒s ―privacy policies‖ to
reflect this self-interested assertion of a new  social condition.65 Zuckerberg had
apparently never read user Jonathan Trenn‒s rendering of his B eacon experience:

I purchased a diam ond engagem ent ring set from  overstock in preparation for a N ew  Year‒s
surprise for m y girlfriend.“  W ithin hours, I received a shocking call from  one of m y best friends
of surprise and ―congratulations‖ for getting engaged.(!!!) Im agine m y horror w hen I learned that
overstock had published the details of m y purchase (including a link to the item  and its price) on
m y public Facebook new sfeed, as w ell as notifications to all of m y friends. A LL O F M Y
FR IEN D S, including m y girlfriend, and all of her friends, etc.“  A LL O F TH IS W A S W ITH O U T
M Y  C O N SEN T O R  K N O W LED G E. I am  totally distressed that m y surprise w as ruined, and w hat
w as m eant to be som ething special and a lifetim e m em ory for m y girlfriend and I w as destroyed by
a totally underhanded and infuriating privacy invasion. I w ant to w ring the neck of the folks at
overstock and facebook w ho thought that this w as a good idea. It sets a terrible precedent on the

net, and I feel that it ruined a part of m y life.66

A m ong the m any violations of advocacy expectations, ubiquitous ―term s-of-
service agreem ents‖ w ere am ong the m ost pernicious.67 Legal experts call these
―contracts of adhesion‖ because they im pose take-it-or-leave-it conditions on
users that stick to them  w hether they like it or not. O nline ―contracts‖ such as
term s-of-service or term s-of-use agreem ents are also referred to as ―click-w rap‖



because, as a great deal of research show s, m ost people get w rapped in these
oppressive contract term s by sim ply clicking on the box that says ―I agree‖
w ithout ever reading the agreem ent.68 In m any cases, sim ply brow sing a w ebsite
obligates you to its term s-of-service agreem ent even if you don‒t know  it.
Scholars point out that these digital docum ents are excessively long and com plex
in part to discourage users from  actually reading the term s, safe in the
know ledge that m ost courts have upheld the legitim acy of click-w rap agreem ents
despite the obvious lack of m eaningful consent.69 U S Suprem e C ourt C hief
Justice John R oberts adm itted that he ―doesn‒t read the com puter fine print.‖70
A dding insult to injury, term s of service can be altered unilaterally by the firm  at
any tim e, w ithout specific user know ledge or consent, and the term s typically
im plicate other com panies (partners, suppliers, m arketers, advertising
interm ediaries, etc.) w ithout stating or accepting responsibility for their term s of
service. These ―contracts‖ im pose an unw innable infinite regress upon the user
that law  professor N ancy K im  describes as ―sadistic.‖

Legal scholar M argaret R adin observes the A lice-in-W onderland quality of
such ―contracts.‖ Indeed, the sacred notions of ―agreem ent‖ and ―prom ise‖ so
critical to the evolution of the institution of contract since R om an tim es have
devolved to a ―talism anic‖ signal ―m erely indicating that the firm  deploying the
boilerplate w ants the recipient to be bound.‖71 R adin calls this ―private em inent
dom ain,‖ a unilateral seizure of rights w ithout consent. She regards such
―contracts‖ as a m oral and dem ocratic ―degradation‖ of the rule of law  and the
institution of contract, a perversion that restructures the rights of users granted
through dem ocratic processes, ―substituting for them  the system  that the firm
w ishes to im pose.“  R ecipients m ust enter a legal universe of the firm ‒s devising
in order to engage in transactions w ith the firm .‖72

The digital m ilieu has been essential to these degradations. K im  points out
that paper docum ents once im posed natural restraints on contracting behavior
sim ply by virtue of their cost to produce, distribute, and archive. Paper contracts
require a physical signature, lim iting the burden a firm  is likely to im pose on a
custom er by requiring her to read m ultiple pages of fine print. D igital term s, in
contrast, are ―w eightless.‖ They can be expanded, reproduced, distributed, and
archived at no additional cost. O nce firm s understood that the courts w ere
disposed to validate their click-w rap and brow se-w rap agreem ents, there w as
nothing to stop them  from  expanding the reach of these degraded contracts ―to
extract from  consum ers additional benefits unrelated to the transaction.‖73 This
coincided w ith the discovery of behavioral surplus that w e exam ine in C hapter 3,


